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(54) RECORDING AND REPRODUCING DEVICE, PROGRAM RECORDING MEDIUM, AND 
RECORDING MEDIUM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a recording and 
reproducing device and a program recording medium 
therefor capable of transferring AV data from a once- 
recorded recording medium to another recording medium 
when utilization duplication is permitted only once by 
program utilization license information. 
SOLUTION: This recording and reproducing device is 
provided with a recording means 11, 17, 18, and a 
reproducing means 11, 17, 18, 19 for reproducing only 
once an AV data recorded by the recording means 1 1, 
17, 18 when signal information showing AV data 
utilization permission information represents a 
duplication inhibit permitting viewing and listening only 
one. An EMI judging means 12 judges the presence or 
absence and the kind of the utilization permission from 
the EMI information. An authenticating and enciphering 
means 1 3 performs authentication between AV 
apparatuses via a digital I/F means 1, and deciphers the 
AV data inputted from the I/F means 1, and also 
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enciphers the AV data read from a disk medium 6 side via a data block accessing means 18. 
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8912a \?-2<nmmvtmm®iZ7K?mn'gmifi 1 nifc* 

»W&?% Z. £ SrfF^J-r ^ttS^lh (copy n e v 
er) *mtm-£. fltifBI2g^e^«k0f2g$nfcMIB 

ttttSS-r-SdtSrfFoI-r-S (c o p y one gen 
e r a t ion) mlfBIS^Slc «fc 0 

5 (copy one generation) HtJ 

[»*JS 3 ] MfBfiJffl«=igtif$8«, I E E E 1 3 9 4 
r>. I EE E 1 3 9 4 l:^</tir y hr-?i Ltl 

6 nx < -s £ t * 1 1 & m&m 1 * & « 2 12m ©e 

[»**4] MfBfiJfflff§gtif$8te, I E E E 1 3 9 4 
K©F«ggBta«>ji*tlTV»SCGMS-e» 
0. IEEE 1 3 94l:S^</tiT7r-r-^iLTl 

e.nt < -5 c <t t-i-sit** 1 2 Gtoe 
«*it*fcttiiii^*KiiFBr**-r«^. wibav^ 

Hrtfw-WfifiFfljfca-rflte. HtrtBAVx-^^w^-r^ 

£fc«*ftr*l»EW£WW*f*ilQU WfBAV^-^ 

•5 ir3B« « * mm v x * <r> a v 9 - ? o) & m-r z> m m s 
ffl#««i-r*ci4:*««tr*»*3!ii~4o^-rn 

-*£B£-raiR. JttEAVx-^3l«E»*nT^*E 

1 ~4©ci-rn*MrE«oE^f?^gEo 

[SS*JS8] JiflfBfBg^gftt. MEA.V5*-^tWE 

H*««i*Rn;*«icHa«»TE»-r*ct*»« 

ttSMl 5 Ett«9GM£Kl. 



[M«qi9] SttEIB©¥&«. sfrSAV^-^tffirE 

«t -rzmxm 5 e«we^s^sb. 
s. 

[M$JI12] iWES*#Rtt. WEAV^-^^S 
£T*IR. WE*iJffl«FIB««*«lWEAV7 f -3'««««S! 

ME A V 5 s — * ©:£SB * Jfc -5 H <h £ 

-t©«#o*EAV5*-^*«in»<bUTiij* 
rn*»»cE«oEep}&««. 
^t-shs, (WEfflfflwiswa^ittEAVx-^jwaasi 

ffiEAV5*-*©£**fctt-«j3*W£ar-e**;:£S 
Stit. *oai»0(»BAVf-j'Sl«tftl/TWA 

3tt5fcJg5, 8. 9 tfctt 1 0 fflt»1*ni>CE«OEft 

i?£SB. 

[«*«14] l»BS£¥&tt. ifflfBAVer-^W 

*-r*B. mE*fjffl»ie«*3&*i»EAV7 f -^«»«ti8 
t*-rt*, *o«»«sttEAV5*-**m*u*v> 

JS5, 8, 9, l o^fctti 2 0i->-fn*l:i3ioEfi 
lWEtt4ffl«r»Tl»EAVx-^*«f^fl:-r*E«ffl«f^ 

Bt^k^tifcflOEAv^-^fca^ft-rswflfeffltt^ft: 

fl&EAVx-^SEft-rSR. ffiE¥4ffiffP8S«ffi«*«fi 

mt^mt. jttE»*«*dE*a-cftriE*nfcittEii* 

fflt»TJH*mEAVx-^tWf#{kU. 
itfUBlB&^gte, !»EtttmEAVx-^*HaW»tT 
ESL. 

1WEAV5 f -d'SrHflfe , raiR. WEfflffiff 

»4. «Hft*ftTi»6«IEAVf-^tllEBt*»0 
ttJL, %0tti$n^ffiEftOE«ffi^«ffi£b. 
TOEII*««^fl:*»l4. motildnAinEftSffl^T 
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b& mt £ nx ir» s mia a v 9 & mmtr * z. t. & # 
s. 

So 

[»**17] l*mi:£ s bK:*fc*'*— *©**£iS 

MEAV^-^eEft-TSIR. ffiEfMttffifflFttjWfS 

glhSittel 0*f^«SmW£3!Trii-&. ffiEEfltffllft 

ffl ^TI* fflffi A V 9 £ Bt^-fk b , 
ffiEEft^St*. WEfltfttEAV^-^^Haf+WT 
ESU 

WE«Ji«*fc*»*a*nTv»tt^cit**-r*«i«* 

tB b If *8 £ #ira b TIE© b . 

*±* fctt i ia«»M«i i iF?i**-r«*, »e«4?a 

tt. ■MfcSftT^SffflEAV^-^lWBfcifcttD 
HiU »0ffiStifc«IE««««E*ffiU»fT**c:i** 
*f *ME*«*ffiL»SSttiniU 

jWEH*ffl«^i:*att. BHja*nfci»E«*«v»T 
sis** i ~4©trvrna»fcE«©E«¥i£* 

So 

CIS** 18] ffiEEflt^ai*. 1NEtt£fctiittEft 

EST* Hfc 1 5Sfc(il 7fBm© 
EflkB££B. 
[M$£19] WEEA^aB. MEtt£^»ffiEtt 

BE^UHtfRSffllEAVx-^tOT^OiHWfcBafJW 

TEak-r*ct*»»t-r*»*Bi sstui 7iat 

[i*JS2 0] flftEES^at*. i»E«*fcttI»E«l 

r&h bit «f3&»7 * ■fcx-eaf&^attKEai b 

fc^i<£1#m<i:-r^it*JSl 5. 17, 18SAcfctl9 

©(r»rn*»KE«oE»s*K«. 

II LBA (logical block adres 
s) fffiTJi'tXM&HiSt. SfcBLBAifit 

fttt. *fe(iAVf-^iUTS4$n.5i«Kn©S 
« (AUX) . SfcttEfMMFlCttAlSttftiRAM. £ 

->3>IU7. £Ac«Ua— b 



XiJTTS-5^iS:#gifr-5iS**l 0 $fc«2 OS 
8©Eflti?££ll. 

[If** 2 2 ] m$B 1 7 lCEft©ttK*ttJ bfif 
E® b TV» -5 d £ £4#f8 £ -T 5 EfifcJKtt. 

immm 2 3 ] flf** 1 ~ 2 2 Obi-iMlfrKEIROE 

[0 0 0 1] 

mmmmmmwtia £ *ro> -6«*©e»s£S«k:h 

[0 0 0 2] 

[fi£#©ftfi5] A • VJU^x^T' • j/XrA. * 

©4 , tC*-3Tifi¥aB^nT^-5©^I EEE 1 3 9 4 
-1 9 9 5TS5. dnte. 1 9 9 5^l:iEEET. 
(Physical Layer) , 'J^l 
(Link Layer) S+'frfcSttftSttfcJfiHfcv' 
'J7;P • ;Ug?Tfe0, 10 0Mbps, 200Mb 
p s i5 <fc 4 0 0Mbps =f— ?&m<Drztt><D/\— b V 
i7, *,ty;y7l-Oi7Ci*T*5. IEEE13 
9 411 /7y&yK^Wr-<7 •f-^fiig 

J*fclr»ofc5*-*fcte£?"<5*:«>©#«£*filU 'J7 
Jk^'f ifi8 t?Tt Ct 5 7-f V ? p t X • 5 s — CSS 

(I sochronous) Sri^o £fc I E E E 1 3 
9 4/l7.-vmi$l2tltzPC<Z>fflW7n{f7&friE> I EE 
E 1 3 9 4««3?>H (7->>^D±X ? 

« <!M*r--*<0Wt>#*.. **5©M»P) fcEHSfcfr 

[0 0 0 3] u©i3&ifTfe5IEEE 1 3 94- 
1 9 5 5K*^»Tfr5AV'r-^©*iJfflflF«H»«k: 
te, CGMS*«fe*. CGMStttt2IJ^^e>2l5nT< 
5h7>XJt?-h7MJ- A©rtgPfw^FffibT^«. C 
GMStt2f7hfflf-^^t). CGMS©®1»33& 

[0 0 0 4] tfeb^CGMS= 1 lWtfcopy 
never^ISl, CGMS=10<Ot^copy 
one generatioin 2rfic(5fc b . C G M S = 
OOOt^copy f r e e$S*t*. ifcfc'L-c o 
py neverliSSMOCmt). fOAVf 

— i mtttt&Mrr&z. t*fppj-r-5 ! b©-efe^. c 

opy one genaratoionlil f&ft©^ 
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T"bmK>mi<Tffl&-tzz. zhoyv&z. co 

py f r e e«SSI'«S3LT«fct»C<t*^-r : fc©-e 

[0 0 0 5] CGMS*Ul©imt)^copy 
neverOii A Vj-^li- ®t*nffl&t& d £ 

^tU3ts-&o T&fc^©Av^-*a*;ft2i£ftTu-5P? 

[0 0 0 6] 

mw#mvtv±z>t-T2>wkm] v&v. ce*. cgm 

Slc«fc£fijfflfrfgfit?aatc o p y never©*§£« 

[0 0 0 7] £fcCGMSK«fc-5fiJfflffrigtif$8#c o p 
y one generation <D*§k J a\z. — Jg&-£> 
E»!**K:E»LTlx*-5£. -?-©fi!s©fB&JISfl^A V 
5 s - * «»»T « £ 1 3&»T* tt ^ i IRB«f« -5 . 

[0 0 0 8] *£«tt*A0*Jfflttl&mtt&3?1fftt;0t 

©AV7 f -^*«tta*nfceJia-c«fni»tf*Rftsn-i'»j: 

*©AV?-**«tt##«fln?*-&E»B£SMRtf 
^□^7 AEStttt£II0t-r« £ <fc SBfttt -S> *>©"? 

[0 0 0 9] gfc*£Htt*ttOftfflirottttJP-lBl£ 
[0 0 10] 

[WB***-rsfc«>©*§H ±aufcais«ftti. 

fcJ6f3. £10*891 1 tt. AVr- 

*e*-rfln»*aj9» i h«w-«bst* c t sw^tt ** 

mm± (copy never) &m.?®&. mllBE& 

*ftKJ:oe»£*i;fcittEAVx-** i laartts^-r 

[0 0 11] gfc8 2©afe989] (IS*JS 2 tt. 
AVx-^SrfE^TaiEft^lf&i, H^fBAV^-^WfiJ 

"T"3"S (copy one generation) CI 
HftfBfBg^gfcJ;i3 1 HJWS^nfegcD 



mnia&^:Hasr«£££ttnrr« (c opy on 

e generation) CtS8l/T, ffifBAVx 

[0 0 12] ££JB3©*5891 3 tt. 

ttEft/Sftl&flMBH:. I E E E l 3 9 4 lck*/*$ry V 
VwyfiHZEM I <hLTSi#£ftTi5D, IEEE1 
3 9 4(cS-P*</1^-> r-x-^tbTii^nT<-5ca: 
£#®<tT3!Sll £;fcte2©f293l~S2®©Eg*iS£gB 

[0 0 13] £fcSiS4©*fglB (R$«4£#ft) tt. 
fflfBftJfflfrig* *Rtt, I E E E 1 3 9 4 KJ:*/^ y h 

(Dp^wzm.tt)^rLr^^CGusx'&o. ieeei 

3 9 4Kg-TK/^>y h^-^t UT»6ftT< -5 C t 
S»itT«*l *&tt2©3B9!CE*©E*?ISfc*« 

[0 0 14] £fcSg 5 ©#3891 5 fc»JS) tt. 

MEfift^a». 1»E#MIIM6**aTO«Slll:*fctt 1 

IB. *W£©^-*T?*SC 

JdU i»ES£¥lM4. ffiEfflJ8flFieflr*E;0<tt8«Jl:£ 

fcfeUHfcWMH'lf MfBAV^-^^S 
*>EAVy-*©W£;£n&*«'K:S£Hr* 

■e**cit**i»r*iaEfi*flff«*<*ipb. mibav 

~ 4 ©&9!©^*l*>Cia«©i2»lf £gfiT»5. 

[0 0 15] £fcSfl6©#3?iE (»#JH 6 tt. 
WES£¥IMi. (ttEWffl*lFIB««3&«««*lI:*fc»41 

i3«tt*««PRr**-r«-&. wfaAv^-^<&w^-r-s> 
is, mmm#±<DmftAv7-?\zm-?zmmmm&m 

HbTfOAVT-?©fitt5i^^$I«itt4 
E <h fctt«fcTSS 1 ~ 4 ©589J©ir»-j*na>K:E*©E 

[0 0 16] £fcm7 <D*5&W (»*fl|7C»«) tt. 

WEsa-^fttt. mmmmvfmffimmmm±&tz\ti 

IB. MEAV^-*#E»aftTi»*E»«IM*U:©E» 

se^^ms-r-s c t *w»t-r*jB 1 ~ 4 ©jeih©^-** 

[0 0 17] £&£8©*9g9! (11««8IC*US) tt. 
MEeSfSa. l»EAVf-i'i:MEB£i«t*B 

u««cHaft»tTE»-r* £ t **« t-r*» 5 ©* 

9JKlE«©E»S££«"T?*S. 

[0 0 18] £fcg!9©#fi!5H (tt$JS9k:#JS) «. 
IKEEft^SIt tlJfBAVx-iS'i:MEf?*1»S<i:^SiJ 
©«l«»CBigM»tTE»-r a - 1 S»ttt4« 5 © 
%KfCE®©EgH*^eT$.-5. 

[0019] £ fcSg 1 0 ©*»93 (»*J« 1 0 
tt. fflEEft^Sli. ttEW*««*3.— tfj^T-ir-feX 

ai^fev^ffl^fciBfii-act^^iat-rams. 8$t 
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« 9 <D§£wwfnfr\zmm<nmmm£.&m-?$>z>. 
[oo2o] s fcs 1 1 <D*&w 1 1 care) 
it ^5. 8. 9 s.rz\zi o <D&m<t)^-?tifr\zmm.<?> 
n±mm * e& v x c t & r « EsiKtt-?& 

[0 0 2 1] SifcSg 1 2 <D#Sgl5i (IS^JS 1 2 iCttJS) 

?St-TS^5, 8, 9Stttl OWfgiPKBI/vfnAMcE 
[0 0 2 2] *&* 1 3 ©#£!93 1 3 CttJfc) 

«. iwEW^att. tfrtBAv^-^^^^-rs^. m 

fc©fc*©»im#L&V» CI 5. 8, 

9 ifcli l o ©*9ic!n»mj&»K:e*©B»W£S«T 

[0 0 2 3] Sfcll4 ©#fgl8 (tt&H 1 4 K»J6) 
tt, iWEW^att. MEAV5 f -*£B£-r3&. ffi 
EfWBBM8«*Wl»EA V^-^*«««tlih*fctt 1 0 

tttBW^flfflWMWEAVT*- 

^©gB#©MEAV^-*£tti;t>b&UT, 

^*w#-rs-r*j:£*w»£-r«ji5 5, 8. 9, 10 

1 2 0^^©Vi-rn*>K83«©SBSfl*SST» 

*. 

[0 0 2 4] ff£ 1 5 ©#«« (tt#Jg 1 5 tt. 

ffl«f^<t*ai. Bt^bsnfeWEAv^-^sa^fl: 

T4IB. l»EfiJfflflFK«««»««»l±*fc»4 1 EUEttflE 

a£«*aT£j*SftfcWE«^^TJH*mEAV'7 f 
-**«F*fl:U ffiEES^at*. MBfctiWEAVx 
-**ratt»*TB»U »EAV5 f -iS'*f?*-r* 
fS, ffiBf4fflfraflMRftfW8£jk£;fctt 1 

5J*«T«#. MEf»i£^ate. «HH:snTn*i&E 

AV5*— *£«»E«£*ttDHiU 1k0tti£nft:ffiEtt 

©E&SB#£t85fcL. WES*ffl«#fl:^a»i. ftOtb 

sftfcmEasffl^TrtF^ffcsnT^amEAv^— * 
*«#{tr * - 1 £#g*<h-r&sg i ~ 4 ©89§©tvrn 

[0 0 2 5] Sfcfg 1 6 ©#§g9J (M«91 1 6 
tt. iEHiftfi, ffiEtt©Eflfc9S#&ffi£-rsft. 



[0 0 2 6] 1 7 a>1&tm (§S#JS 1 7 Cftft) 

fiEfSt. ME&£ffl^TmJEAVx-*£Bf^fc-f-5 
EftfflUf^ft^at. iWftSfttllEAVT-*** 

*»ft-r*fi*ffl*<jfl:*at«*u. weavx-** 

EATSR. fittEftJIttl^ffi^SSlkS&tt 1 Efe* 

«f*a*riE^a-c*j«*nfciJ9Ea*fflt»TiiH*inEA 
v^-^sna^ttTESib, aE«««*«tt*a*n 

U i»EAVx-^*ll*-r*IR. WEfiJfflW^i*^ 
WfflStlkSfctt 1 0fc'tt«®fFpI2r«T^^. fflEff £ 
*a«. WftStlT^SIIIEAVT-i'illllEttS 

bdbu i*oasft&mE«#a*auw-e**££ 

S«*-r*j»E«tt*HlLW**WlinU, ffiEf¥£ffltk 

^t*aa, «DiuanfcjtE«*fflt>Ti«ftsnT 
^ me a v t=- 9 £ mmt-r * n t t -r * & 1 
~ 4 oRfflc^fnasfcEtoESWisn?**. 

[0 0 2 7] £/tS& 1 8 ©#fg9J 1 8 C*fj£) 

tt. ffifiEft^ati. WE«*fcttiWE*«*mix«* 
6«IEAVr-^iBJi;««i:mWJtTE«T* - 1 
^SlttSSl 5*fcttl 7 0»Wl:Et©E*»t 

[0 0 2 8] 1 9 <D*f£W (tt*J« 1 9 \Zttfo) 

tt. MEESfgtt. ffiEtt$fct*ttEtt*l#tilb1lMB 
*IWEAVx-*£8y*©«*lCll*ttttTB»-r*i: 
ifttt«£T*SBl 5StHl 7 0XBjicEa©EftK 

[0 0 2 9] S 2 0 ©#£§91 (M&H 2 0 fcfchfc) 
tt, MEEifSH:. ffiBft£fc»ffiEtttt*tHl'fflr*l 
* 3.— tf jftf T £ -fc X T # KlEft b C t 

<tt5ll5. 17. 1 8 Sfctt 1 9 ©589imvrfta> 
irEa©EAffF^Sa-?ft«. 

[0 0 3 0] Sfc^2 1©*^i (a*fl!2 1tC»lS) 
tt. ilBa-^J^t^mS&HHgitH LBA 

(logical block adress) 
7^-feXttl**t^««, *fcf4LBA^teT7i7-fc^ffi 

BAVr-i'tLTiltSAiWMOW (AU 
X) . *fcttE»«t#lCfta*nfcRAM, 

iU7, Sfctil/n-f-f >m-xjOhxiJ7, 
* fctt U-K-f>XU7. Sfcfi 
*5ii:$#lifr5ll 0Sfcli2 OW^^CE^© 
E@*B£SBT&£. 
[0 0 3 1] Sfclg 2 2 <D*ftW m*l* 2 2 

a, «i 7©%«(cEa©aa»tiiLflra&EaixT^ 
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RECORDING MEDIUM AND RECORDING MEDIUM 



[TITLE OF THE INVENTION] 



RECORDING AND REPRODUCING APPARATUS, PROGRAM 




[ABSTRACT] 



[Problem] 



In the case where a copyright holder's intention is 



to permit a viewer to view a broadcast program once, the 
viewer will have a limitation for a time when the broadcast 
program is broadcasted. In other words, there is a problem 
that the user can view the program only when the program is 
actually broadcasted even if the viewer desires to view the 
program during a period of time convenient for the viewer. 
[Solving Means] 



by comprising recording means 11, 17 and 18 for recording 
AV data and reproducing means 11, 17, 18 and 19 for 
reproducing once the AV data that are recorded by the 
recording means 11, 17 and 18 in the case where signal 
information indicating licensing information of the AV data 
represents a prohibition of copying (copy never) that means 
a permission of a onetime-only viewing. 



A recording and reproducing apparatus characterized 
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[What is claimed is:] 
[Claim 1] 

A recording and reproducing apparatus characterized 
by comprising: 

a recording means for recording AV data; and 
a reproducing means for reproducing the AV data once 
that is recorded by the recording means, in the case where 
an information signal indicating licensing information of 
the AV data represents a prohibition of copying (copy 
never) that means a permission of a one - time - only viewing. 
[Claim 2] 

A recording and reproducing apparatus characterized 
by comprising: 

a recording means for recording AV data; and 
in the case where an information signal indicating 
licensing information of the AV data represents a 
permission of copying once (copy one generation) , a 
reproducing means for representing a second- time permission 
of copying once (copy one generation) for the information 
signal that indicates the licensing information of the AV 
data after being copied once by the recording means, and 
for reproducing once the AV data. 
[Claim 3] 

The recording and reproducing apparatus according to 
Claim 1 or 2, wherein the licensing information is an EMI 
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that is retained inside a header of a packet according to 
IEEE 1394 and is sent as packet data based on the IEEE 1394. 
[Claim 4] 

The recording and reproducing apparatus according to 
Claim 1 or 2 # wherein the licensing information is CGMS 
that is embedded inside a packet according to IEEE 1394 and 
is sent as a data packet based on the IEEE 1394. 
[Claim 5] 

The recording and reproducing apparatus according to 
any one of Claims 1 to 4 , characterized in that, in the 
case where the licensing information represents a 
prohibition of copying or a permission of copying once, the 
recording means adds reproduction information indicating 
that the AV data has been non- reproduced data when 
recording the AV data, and 

in the case where the licensing information 
represents a prohibition of copying or a permission of 
copying once, the reproducing means adds to a reproduced 
portion of the AV data the reproduction information 
indicating that the portion has been reproduced when 
reproducing the AV data so as to distinguish the reproduced 
portion from a non - reproduced portion of the AV data. 
[Claim 6] 

The recording and reproducing apparatus according to 
any one of Claims 1 to 4 , characterized in that, in the 
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case where the licensing information represents a 
prohibition of copying or a permission of copying once, the 
reproducing means deletes positional information of the AV 
data on a recording medium when reproducing the AV data to 
make an area occupied by the AV data to be a free area. 
[Claim 7] 

The recording and reproducing apparatus according to 
any one of Claims 1 to 4 , characterized in that, in the 
case where the licensing information represents a 
prohibition of copying or a permission of copying once, the 
reproducing means erases a recorded portion on a recording 
medium where the AV data is recorded when reproducing the 
AV data. 
[Claim 8] 

The recording and reproducing apparatus according to 
Claim 5, characterized in that the recording means records 
the AV data and the reproduction information with the data 
and the information being associated with each other in an 
identical area. 
[Claim 9] 

The recording and reproducing apparatus according to 
Claim 5, characterized in that the recording means records 
the AV data and the reproduction information with the data 
and the information being associated with each other in 
separate areas. 



[Claim 10] 

The recording and reproducing apparatus according to 
any one of Claims 5, 8 and 9, characterized in that the 
recording means records the reproduction information in an 
area that a user cannot access. 
[Claim 11] 

A recording medium characterized by recording the 
reproduction information according to any one of Claims 5, 
8, 9 and 10. 
[Claim 12] 

The recording and reproducing apparatus according to 
any one of Claims 5, 8, 9 and 10, characterized in that, if 
the reproduction information indicates that whole or a 
portion of the AV data has been non - reproduced in the case 
where the licensing information represents a prohibition of 
copying or a permission of copying once, the reproducing 
means outputs the whole or the portion of the AV data after 
encrypting the whole or the portion at the time of 
reproducing the AV data. 
[Claim 13] 

The recording and reproducing apparatus according to 
any one of Claims 5, 8, 9 and 10, characterized in that, if 
the reproduction information indicates that whole or a 
portion of the AV data has been reproduced in the case 
where the licensing information represents a prohibition of 



copying or a permission of copying once, the reproducing 
means outputs the whole or the portion of the AV data after 
encrypting the whole or the portion of the AV data and does 
not output a key for decryption at the time of reproducing 
the AV data. 
[Claim 14] 

The recording and reproducing apparatus according to 
any one of Claims 5, 8, 9, 10 and 12 characterized in that, 
if the reproduction information indicates that whole or a 
portion of the AV data has been reproduced in the case 
where the licensing information represents a prohibition of 
copying or a permission of copying once, the reproducing 
means does not output the whole or the portion of the AV 
data and outputs invalid data at the time of reproducing 
the AV data. 
[Claim 15] 

The recording and reproducing apparatus according to 
any one of Claims 1 to 4 , characterized by comprising: 

a time-variant key generating means for generating a 
series of keys each of which varies with time; 

a recording encrypting means for encrypting the AV 
data by using the keys; and 

a reproducing decrypting means for decrypting the 
encrypted AV data; 

wherein : 



the recording encrypting means encrypts the AV data 
sequentially by using the keys generated by the time- 
variant key generating means when recording the AV data in 
the case where the licensing information represents a 
prohibition of copying or a permission of copying once; 

the recording means records the keys and the AV data 
in association with each other; 

the reproducing means takes out the encrypted AV 
data and the keys and erases the recorded portion of the 
taken out keys when reproducing the AV data in the case 
where the licensing information represents a prohibition of 
copying or a permission of copying once; and 

the reproducing decrypting means decrypts the 
encrypted AV data by using the taken out keys. 
[Claim 16] 

The recording and reproducing apparatus according to 
Claim 15, characterized in that the reproducing means 
deletes recorded positional information with respect to a 
key in a recording medium when erasing the recording 
portion of the keys. 
[Claim 17] 

The recording and reproducing apparatus according to 
any one of Claims 1 to 4 , characterized by comprising: 

a time-variant key generating means for generating a 
series of keys each of which varies with time; 
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a recording encrypting means for encrypting the AV 
data by using the keys; and 

a reproducing decrypting means for decrypting the 
encrypted AV data; 

wherein : 

the recording encrypting means encrypts the AV data 
sequentially by using the keys generated by the time- 
variant key generating means when recording the AV data in 
the case where the licensing information represents a 
prohibition of copying or a permission of copying once; 

the recording means records the keys and the AV data 
in association with each other; 

the recording is performed with adding key 
retrieving information indicating that the keys are not 
retrieved yet; 

the reproducing means takes out the encrypted AV 
data and the keys and adds thereto the key retrieving 
information indicating that the taken out keys have been 
retrieved when reproducing the AV data in the case where 
the licensing information represents a prohibition of 
copying or a permission of copying once; and 

the reproducing decrypting means decrypts the 
encrypted AV data by using the taken out keys. 
[Claim 18] 

The recording and reproducing apparatus according to 



Claim 15 or 17, characterized in that the recording means 
records the keys or the key retrieving information with the 
keys or the information being associated with each other in 
a. same area as that of the AV data. 
[Claim 19] 

The recording and reproducing apparatus according to 
Claim 15 or 17, characterized in that the recording means 
records the keys or the key retrieving information with the 
keys or the information being associated with each other in 
separate areas from that of the AV data. 
[Claim 20] 

The recording and reproducing apparatus according to 
any one of Claims 15, 17, 18 and 19, characterized in that 
the recording means records the keys or the key retrieving 
information in an area that a user cannot access. 
[Claim 21] 

The recording and reproducing apparatus according to 
Claim 10 or 20, characterized in that the area that a user 
cannot access is an area that cannot be accessed via LBA 
(logical block address) unit, an area wherein an area that 
can be accessed via the LBA unit is limited, an alternating 
sector area, an area other than an area to be reproduced as 
AV data (AUX) , a RAM that is added to a recording medium, a 
header area of an optical disk, a power calibration area, a 
recording management area, a lead-in area or a lead-out 
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area . 
[Claim 22] 

A recording medium characterized by recording the 
keys retrieving information according to Claim 17. 
[Claim 23] 

A program recording medium characterized by storing 
a program for letting a computer execute whole or a portion 
of functions of elements for the recording and reproducing 
apparatus according to any one of Claims 1 to 22. 

[Detailed Description of the Invention] 

[0001] 

[Technical Field to Which the Invention Pertains] 

The present invention relates to a recording and 
reproducing apparatus in the case where AV data is 
accompanied by licensing information thereof. 

[0002] 

[Prior Art] 

A demand for home multimedia system and home 
networking is growing rapidly through the influence of 
digitalization . Also, there is an increasing need of 
digi talization and multimedia presentation in offices or 
business systems more than the systems at home. Under the 
circumstances, IEEE 1394-1995 recently attracts attention. 
This is a serial bus standard normalized by IEEE mainly for 
the physical layer and the link layer, and is a standard 
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for hardware and software used for transmitting 100 Mbps, 
200 Mbps and 400 Mbps data. The IEEE 1394 is provided with 
a characteristic function for the plug & play and 
multimedia data transmission. Namely, The IEEE 1394 
includes an isochronous data transmission that secures 
bandwidths for transmitting data such as video or sound and 
that enables real-time transmission. Further, it is 
possible to simultaneously control image data such as those 
captured by a digital camera (switching of image data, 
camera control) by using an IEEE 1394 control command 
(asynchronous data) from a control program of a PC that is 
connected via an IEEE 1394 bus. 
[0003] 

CGMS is licensing information of AV data that is 
generated based on the IEEE 1394-1955 standard. The CGMS 
exists in a transport stream broadcasted from a 
broadcasting station. The CGMS is a 2 -bit data, and values 
and meaning thereof are as follows. 
[0004] 

It means "copy never" when CGMS = 11; it means "copy 
one generation" when CGMS = 10; and it means "copy free" 
when CGMS = 00. Note that "copy never" means a prohibition 
of copying and permission of viewing the AV data once. 
"Copy one generation" means that one generation copying is 
permitted and that the copied AV data can be viewed for a 
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plurality of times. "Copy free" indicates a liberty of 
copying. 
[0005] 

When CGMS = 11, i.e., "copy never", AV data is 
viewed once. That is to say, one can view the AV data only 
when the AV data is broadcasted. 
[0006] 

[Problem to be Solved by the Invention] 

Conventionally, the AV data can be viewed once when 
the licensing information via CGMS is "copy never", but a 
time in which a program can be viewed is limited to the 
time of broadcasting of the program. Thus, in the case 
where a copyright holder's intention is to permit a viewer 
to view a broadcast program once, the viewer will have a 
limitation for a time when the broadcast program is 
broadcasted. In other words, there is a problem that the 
user cannot choose but view the program at the time when 
the program is actually broadcasted even when the viewer 
wants to view the program at a time convenient for the 
viewer . 

[0007] 

Further, in the case where the licensing information 
according to the CGMS is "copy one generation", there is a 
problem that AV data cannot be transferred to other 
recording media if the AV data is once recorded in a 
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recording medium. 
[0008] 

An object of the present invention is to provide a 
recording and reproducing apparatus and a program recording 
medium that enable a viewer to view AV data in accordance 
with the copyright holder's intention to permit one- time - 
only viewing and at a time after the AV data is broadcasted 
without a limitation on time in the case where information 
representing the licensing information of a program is a 
prohibition of copying. 
[0009] 

Another object of the present invention is to 
provide a recording and reproducing apparatus and a program 
recording medium that enable AV data to be transferred from 
a recording medium wherein the AV data is recorded once to 
another recording medium in the case where the licensing 
information of a program permits a one - time - only copying. 
[0010] 

[Means for Solving the Problems] 

In order to solve above problems, a first invention 
(corresponding to Claim 1) is a recording and reproducing 
apparatus characterized by comprising: a recording means 
for recording AV data; and a reproducing means for 
reproducing the AV data once that is recorded by the 
recording means, in the case where an information signal 
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indicating licensing information of the AV data represents 
a prohibition of copying (copy never) that means a 
permission of a one- time -only viewing. 
[0011] 

A second invention (corresponding to Claim 2) is a 
recording and reproducing apparatus characterized by 
comprising: a recording means for recording AV data; and in 
the case where an information signal indicating licensing 
information of the AV data represents a permission of 
copying once (copy one generation) , a reproducing means for 
representing a second- time permission of copying once (copy 
one generation) for the information signal that indicates 
the licensing information of the AV data after being copied 
once by the recording means, and for reproducing once the 
AV data. 
[0012] 

A third invention (corresponding to Claim 3) is the 
recording and reproducing apparatus according to the first 
or the second invention, which is characterized in that the 
licensing information is an EMI that is retained inside a 
header of a packet according to IEEE 1394 and is sent as 
packet data based on the IEEE 1394. 
[0013] 

A fourth invention (corresponding to Claim 4) is the 
recording and reproducing apparatus according to the first 
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or second invention, which is characterized in that the 
licensing information is CGMS that is embedded inside a 
packet according to IEEE 1394 and is sent as a data packet 
based on the IEEE 1394. 
[0014] 

A fifth invention (corresponding to Claim 5) is the 
recording and reproducing apparatus according to any one of 
the first to fourth inventions, which is characterized in 
that, in the case where the licensing information 
represents a prohibition of copying or a permission of 
copying once, the recording means adds reproduction 
information indicating that the AV data has been non- 
reproduced data when recording the AV data, and in the case 
where the licensing information represents a prohibition of 
copying or a permission of copying once, the reproducing 
means adds to a reproduced portion of the AV data the 
reproduction information indicating that the portion has 
been reproduced when reproducing the AV data so as to 
distinguish the reproduced portion from a non - reproduced 
portion of the AV data. 
[0015] 

A sixth invention (corresponding to Claim 6) is the 
recording and reproducing apparatus according to any one of 
the first to fourth inventions, which is characterized in 
that, in the case where the licensing information 
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represents a prohibition of copying or a permission of 
copying once, the reproducing means deletes positional 
information of the AV data on a recording medium when 
reproducing the AV data to make an area occupied by the AV 
data to be a free area. 
[0016] 

A seventh invention (corresponding to Claim 7) is 
the recording and reproducing apparatus according to any 
one of the first to fifth inventions, which is 
characterized in that, in the case where the licensing 
information represents a prohibition of copying or a 
permission of copying once, the reproducing means erases a 
recorded portion on a recording medium where the AV data is 
recorded when reproducing the AV data. 
[0017] 

An eighth invention (corresponding to Claim 8) is 
the recording and reproducing apparatus according to the 
fifth invention, which is characterized in that the 
recording means records the AV data and the reproduction 
information with the data and the information being 
associated with each other in an identical area. 
[0018] 

A ninth invention (corresponding to Claim 9) is the 
recording and reproducing apparatus according to the fifth 
invention, which is characterized in that the recording 
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means records the AV data and the reproduction information 
with the data and the information being associated with 
each other in separate areas. 
[0019] 

A tenth invention (corresponding to Claim 10) is the 
recording and reproducing apparatus according to any one of 
the fifth, eighth and ninth inventions, which is 
characterized in that the recording means records the 
reproduction information in an area that a user cannot 
access . 
[0020] 

An eleventh invention (corresponding to Claim 11) is 
a recording medium characterized by recording the 
reproduction information according to any one of the fifth, 
eighth, ninth and tenth inventions. 
[0021] 

A twelfth invention (corresponding to Claim 12) is 
the recording and reproducing apparatus according to any 
one of the fifth, eighth, ninth and tenth inventions, which 
is characterized in that, if the reproduction information 
indicates that whole or a portion of the AV data has been 
non- reproduced in the case where the licensing information 
represents a prohibition of copying or a permission of 
copying once, the reproducing means outputs the whole or 
the portion of the AV data after encrypting the whole or 
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the portion at the time of reproducing the AV data. 
[0022] 

A thirteenth invention (corresponding to Claim 13) 
is the recording and reproducing apparatus according to any 
one of the fifth, eighth, ninth and tenth inventions, which 
is characterized in that, if the reproduction information 
indicates that whole or a portion of the AV data has been 
reproduced in the case where the licensing information 
represents a prohibition of copying or a permission of 
copying once, the reproducing means outputs the whole or 
the portion of the AV data after encrypting the whole or 
the portion of the AV data and does not output a key for 
decryption at the time of reproducing the AV data. 
[0023] 

A fourteenth invention (corresponding to Claim 14) 
is the recording and reproducing apparatus according to any 
one of fifths, eighth, ninth, tenth and twelfth inventions, 
which is characterized in that, if the reproduction 
information indicates that whole or a portion of the AV 
data has been reproduced in the case where the licensing 
information represents a prohibition of copying or a 
permission of copying once, the reproducing means does not 
output the whole or the portion of the AV data and outputs 
invalid data at the time of reproducing the AV data. 
[0024] 
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A fifteenth invention (corresponding to Claim 15) is 
the recording and reproducing apparatus according to any 
one of the first to fourth inventions characterized by 
comprising: a time- variant key generating means for 
generating a series of keys each of which varies with time; 
a recording encrypting means for encrypting the AV data by 
using the keys; and a reproducing decrypting means for 
decrypting the encrypted AV data; wherein: the recording 
encrypting means encrypts the AV data sequentially by using 
the keys generated by the time-variant key generating means 
when recording the AV data in the case where the licensing 
information represents a prohibition of copying or a 
permission of copying once; the recording means records the 
keys and the AV data in association with each other; the 
reproducing means takes out the encrypted AV data and the 
keys and erases the recorded portion of the taken out keys 
when reproducing the AV data in the case where the 
licensing information represents a prohibition of copying 
or a permission of copying once; and the reproducing 
decrypting means decrypts the encrypted AV data by using 
the taken out keys . 
[0025] 

A sixteenth invention (corresponding to Claim 16) is 
the recording and reproducing apparatus according to the 
fifteenth invention, which is characterized in that the 
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reproducing means deletes recorded positional information 
with respect to a key in a recording medium when erasing 
the recording portion of the keys. 
[0026] 

A seventeenth invention (corresponding to Claim 17) 
is the recording and reproducing apparatus according to any 
one of the first to fourth inventions, which is 
characterized by comprising: a time-variant key generating 
means for generating a series of keys each of which varies 
with time; a recording encrypting means for encrypting the 
AV data by using the keys; and a reproducing decrypting 
means for decrypting the encrypted AV data; wherein: the 
recording encrypting means encrypts the AV data 
sequentially by using the keys generated by the time- 
variant key generating means when recording the AV data in 
the case where the licensing information represents a 
prohibition of copying or a permission of copying once; the 
recording means records the keys and the AV data in 
association with each other; the recording is performed 
with adding key retrieving information indicating that the 
keys are not retrieved yet; the reproducing means takes out 
the encrypted AV data and the keys and adds thereto the key 
retrieving information indicating that the taken out keys 
have been retrieved when reproducing the AV data in the 
case where the licensing information represents a 
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prohibition of copying or a permission of copying once; and 
the reproducing decrypting means decrypts the encrypted AV 
data by using the taken out keys. 
[0027] 

An eighteenth invention (corresponding to Claim 18) 
is the recording and reproducing apparatus according to the 
fifteenth or seventeenth invention, which is characterized 
in that the recording means records the keys or the key 
retrieving information with the keys or the information 
being associated with each other in a same area as that of 
the AV data. 
[0028] 

A nineteenth invention (corresponding to Claim 19) 
is the recording and reproducing apparatus according to the 
fifteenth or the seventeen invention, which is 
characterized in that the recording means records the keys 
or the key retrieving information with the keys or the 
information being associated with each other in separate 
areas from that of the AV data. 
[0029] 

A twentieth invention (corresponding to Claim 20) is 
the recording and reproducing apparatus according to any 
one of the fifteenth, seventeen, eighteenth and nineteenth 
inventions, which is characterized in that the recording 
means records the keys or the key retrieving information in 
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an area that a user cannot access. 
[0030] 

A twenty- first invention (corresponding to Claim 21) 
is the recording and reproducing apparatus according to the 
tenth or twenties invention, which is characterized in that 
the area that a user cannot access is an area that cannot 
be accessed via LBA (logical block address) unit, an area 
wherein an area that can be accessed via the LBA unit is 
limited, an alternating sector area, an area other than an 
area to be reproduced as AV data (AUX) , a RAM that is added 
to a recording medium, a header area of an optical disk, a 
power calibration area, a recording management area, a 
lead-in area or a lead-out area. 
[0031] 

A twenty - second invention (corresponding to Claim 
22) is a recording medium characterized by recording the 
key retrieving information according to the seventeenth 
invention . 
[0032] 

A twenty- third invention (corresponding to Claim 23) 
is a program recording medium characterized by storing a 
program for letting a computer execute whole or a portion 
of functions of elements for the recording and reproducing 
apparatus according to any one of the first to twenty- 
second inventions . 
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[0033] 

[Mode for Carrying out the Invention] 

Embodiments of the present invention will 
hereinafter be described with reference to the attached 
drawings . 

[0034] 

Embodiment 1 

A first embodiment will be described as a start. 

[0035] 

In the present embodiment, a hard disk apparatus is 
described by way of an example of a recording and 
reproducing apparatus that enables a viewer to view a 
program at an arbitrary time after the program has been 
broadcasted in the case where licensing information of AV 
data transmitted from a broadcasting station is "copy 
never" that represents a prohibition of copying. In the 
present embodiment, such hard disk apparatus is realized by 
making the AV data whose licensing information is "copy 
never" to be recordable and making the AV data to be 
reproduced only once by using a reproduction information 
management means. Further, there will be described a case 
wherein reproduction information used in the present 
embodiment is recorded in an area different from that of a 
data block on a disk medium. 
[0036] 
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Fig. 1 is a basic configuration of the hard disk 
apparatus according to the present invention. 
[0037] 

The hard disk apparatus comprises a digital I/F 
means 1, a stream control means 2, an LBA access means 3, a 
hard disk control means 4, an actuator means 5, a disk 
medium 6, a head 7 and a spindle motor means 8. 
[0038] 

The digital I/F means 1 is a means for providing 
connections among external AV devices such as an STB (Set 
Top Box; satellite broadcasting receiver), a TV monitor, a 
DVHS and a hard disk apparatus and performing control of 
the AV devices as well as transmission of AV data. IEEE 
standard for High performance Serial Bus mentioned in the 
IEEE 1394-1995 may be used as the digital I/F means, for 
example. The transmission of AV data of the digital I/F 
means 1 is performed by a transmission method called 
"isochronous method", wherein real-time characteristics of 
the data to be transmitted are secured. Examples of the 
data to be transmitted include an MPEG transport stream, a 
DV stream and the like. The control of the AV devices of 
the digital I/F means 1 is performed in accordance with an 
asynchronous transmission method called "asynchronous 
method". The stream control means 2 is a means for 
performing an access and an authentication process of a 
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stream. The LBA access means is an I/F means provided 
inside the hard disk apparatus and used for accessing to a 
disk medium by designating an LBA (logical block address) . 
The hard disc control means 4 is a means for controlling 
the actuator means 5 as well as the spindle motor means 8 
and performing signal processing for recording and 
reproducing with respect to the disk medium 6 via the head 
7. The head 7 is a means for recording and reproducing the 
signal with respect to the disk medium 6. The spindle 
motor means 8 is a means for rotating a disk medium at a 
constant rate. The actuator means 5 is a means for 
positioning the head 7 at a desired position on the disk 
medium 6 . 
[0039] 

In the present embodiment, an EMI (Encryption Mode 
Indicator) generated from CGMS is used as the licensing 
information and, therefore, the EMI will be described below. 
[0040] 

Before describing the EMI, a data transmission 
protocol of IEEE 1394, a part of which is mentioned in 
connection with the digital I/F means 1, will be briefly 
described. When AV data is viewed via a monitor, the data 
must be sent in synchronization periodically. Also, in the 
case of controlling a stop of a hard disk apparatus or the 
like and a start of recording, a control command must be 
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sent and received at an arbitrary timing asynchronously. 
In the IEEE 1394, isochronous data packets are used as the 
former data, and asynchronous data packets are used as the 
latter data. 
[0041] 

In the data transmission, a bus license is demanded 
with respect to a management node in advance of the 
transmission to obtain the license. 
[0042] 

In the asynchronous transmission, a sending node ID 
and a receiving node ID are sent as a data packet together 
with the data to be transmitted. A receiving node receives 
the packet after confirming its ID, and then sends an 
acknowledge signal back to a sending node. Thus, one 
transaction is performed. 
[0043] 

In the isochronous transmission, an isochronous 
channel is requested together with a transmission speed at 
the side of the receiving node. A channel ID is sent as a 
data packet together with the data to be transmitted. The 
receiving node receives the packet after confirming the 
desired channel ID. 
[0044] 

The above is the brief description of the data 
transmission protocol of the IEEE 1394. 
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Now, description returns to the EMI. The CGMS is 
added to the AV data at a broadcasting station. The STB 
that receives a broadcast wave sent from the broadcasting 
station sends the received program to the IEEE 1394 bus. 
In this case, the CGMS is embedded in a portion of service 
information of the MPEG transport stream of the isochronous 
data packets. A plurality of pieces of MPEG data are 
stored in one isochronous data packet, and each set of the 
MPEG data is provided with a corresponding CGMS. 
[0046] 

The EMI comprises such CGMS and is generated by the 
STB. The STB investigates the CGMS of each of the AV data 
to be transmitted as an isochronous data packet and apply 
one EMI to one isochronous data packet as a representative 
value. The EMI is retained at a header portion of the 
isochronous data packet. 
[0047] 

The CGMS takes the following value. Namely, "CGMS = 
11" represents a prohibition of copying (copy never) ; "CGMS 
= 10" represents a permission of copying only for one 
generation (copy one generation) ; and "CGMS = 00" 
represents a liberty of copying (copy free) . 
[0048] 

A value that the EMI takes is a value of CGMS that 
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is the most strict in limitation of licensing conditions 
among CGMS of AV data existing in one isochronous data 
packet. For example, when CGMS of AV data in one 
isochronous data packet are 11, 10 and 10, the value of the 
EMI is 11 that represents the most strict limitation among 
them. Also, in the case where the CGMS are 10, 10, 00 and 
00, the value of the EMI is 10 that represents the most 
strict limitation among them. The value, of the EMI is 
determined in the above manner. 
[0049] 

Values taken by the EMI are "EMI = 11" representing 
a prohibition of copying (copy never) ; "EMI = 10" 
representing a permission of copying only for one 
generation (copy one generation) ; and "EMI = 00" 
representing a liberty of copying (copy free) . The above 
is the same as the case of the CGMS. A value taken only by 
the EMI is "EMI = 01" that represents a change of the EMI 
after recording AV data of copy one generation and 
prohibits any more copying (no more copy) . 
[0050] 

The above is the description of the EMI. 

[0051] 

Referring back to Fig. 1, the stream control means 2 
of the hard disk apparatus is configured as shown in Fig. 2 
Namely, the stream control means 2 comprises an EMI 
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detecting means 9, an EMI applying means 10, an EMI access 
means 11, an EMI judging means 12, an authenticating and 
encrypting means 13, an invalid data outputting means 14, a 
file access means 15, a stream access means 16, a 
reproduction information managing means A17 , a data block 
access means 18 and a selecting switch 19. 
[0052] 

The EMI detecting means 9 is a means for detecting a 
field wherein an EMI is written in from a header portion of 
an isochronous data packet inputted from the digital I/F 
means 1. The EMI applying means 10 is a means for applying 
a designated EMI to a header portion of an isochronous data 
packet to be outputted to the digital I/F means 1. The EMI 
access means 11 is a means for reading out the detected EMI 
information via the LBA access means 3 and recording and 
reproducing the detected EMI information in association 
with a designated data block. The EMI judging means 12 is 
a means for judging a presence or absence of a license as 
well as a type of the license from the EMI information. 
The authenticating and encrypting means 13 is a means for 
performing authentication among the AV devices via the 
digital I/F means 1, decryption of AV data inputted from 
the digital I/F means 1 and encryption of the AV data read 
out from the disk medium 6 via the data block access means 
18. The data block access means 18 is a means for 
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recording or reproducing data having a designated block 
number via the LBA access means 3 and informing the EMI 
access means 11 and the reproduction information managing 
means A17 of which block number is currently accessed. The 
stream access means 16 is a means for designating a block 
number to be recorded or reproduced to the data block 
access means 18 in order to execute a command of the access 
method 2 received from the digital I/F means 1, performing 
a stream pointer management to indicate a current block 
position of a stream in accordance with instructions of 
reproduction, recording, stop and the like with assuming a 
first data block to a last data block of a user area as a 
rope, and recording or reading out stream pointer 
management information with respect to the disk medium 6 
via the LBA access means 3. Here, the access method 2 is a 
method according to, for example, AV/C Digital Interface 
Command Set VCR subunit Specification version 2.0.1. The 
file access means 15 is a means for designating a block 
number to be recorded or reproduced to the data block 
access means 18 in order to execute a command of the access 
method 3 received from the digital I/F means 1; having file 
management information; managing file names and order 
structures of a plurality of data blocks constituting each 
of the files; managing a file pointer indicating a block 
position in a file that is currently processed in 
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accordance with instructions of reproduction, record, stop 
and the like of the command of the access method 3; and 
recording or reading out the order structure information of 
data block of the files, file pointer information and the 
like with respect to the disk medium 6 via the LBA access 
means 3. Here, the access method 3 is an access method for 
controlling an AV apparatus by designating a file name and 
process contents of the file, reproduction, recording, stop 
and the like in accordance with, for example, AV/C Digital 
Interface Command Set General Specification. The selecting 
switch 19 is a means for outputting invalid data such as a 
blue back or a black screen by switching off or switching 
to the invalid data outputting means in the case where the 
data has been reproduced based on the results of the 
reproduction information management means A17 when the AV 
data is output to the digital I/F means 1 via the EMI 
applying means 10, and outputting the encrypted AV data by 
switching to the authenticating and encrypting means 13 in 
the case of non- reproduction . The reproduction information 
management means A17 is a means for recording and reading 
out reproduction information corresponding to a designated 
data block as well as for judging if the data has been 
reproduced or not from the reproduction information. 
[0053] 

The authenticating and encrypting means 13 of Fig. 2 
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is configured as shown in Fig. 3. Namely, it comprises a 
decrypting means 20, an authenticating means 21, a key 
generating means 22, an encrypting means 23, a selecting 
switch 24 and a selecting switch 25. 
[0054] 

The authenticating means 21 is a means for 
performing authentications among the AV apparatuses that 
provide connections among the digital I/F means 1; and, 
when the authentications are successful, sending a key that 
the authenticating means 21 used for encryption to other 
devices in the case where AV data is to be outputted to the 
side of the digital I/F means 1 as well as receiving a key 
that the authenticating means 21 will use for decryption 
from other devices in the case where AV data is to be 
inputted from the side of the digital I/F means 1. The 
encrypting means 23 is a means for encrypting the AV data 
read out from the disk medium via the data block access 
means by using a key generated by the key generating means 
22 to output the encrypted AV data to the digital I/F means 
1. The key generating means 22 is a means for generating 
the key used for the encryption and sending the key to the 
encrypting means 23 as well as to the authenticating means 
21. The decrypting means 2 0 is a means for decrypting the 
encrypted AV data that is inputted from the digital I/F 
means 1 by using the key obtained by the authenticating 
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means 21 to output the decrypted AV data to the data block 
access means 18. The switches 24 and 25 are a means for 
switching in such a manner that inputted and outputted data 
do not go through the encrypting means 23 and the 
decrypting means 20 when EMI is 00 with respect to the 
judgment results of the EMI judging means 12 and that 
inputted and outputted data go through the encrypting means 
23 and the decrypting means 20 when the EMI is other than 
00 . 

[0055] 

The reproduction information managing means A17 of 
Fig. 2 is configured as shown in Fig. 4. It comprises a 
reproduction information updating means 26, a reproduction 
judging means 27, a reproduction information generating 
means 28, a reproduction information access means 29 and a 
selecting switch 30. 
[0056] 

The reproduction information generating means 28 is 
a means for generating reproduction information that 
initializes a reproduction flag "play_flag" by 0, for 
example. The corresponding AV data is regarded to be not 
reproduced when the "play_flag" is 0. The reproduction 
information updating means 26 is a means for updating the 
reproduction information to be information indicating that 
the data is already reproduced. For example, the 
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reproduction information updating means 26 updates a 
reproduction flag "play_flag" by 1. The corresponding AV 
data is regarded to be already reproduced when the 
"play_ flag" is 1. The reproduction information access 
means 29 is a means for storing reproduction information 
corresponding to each of the data blocks as a table and 
recording or reading out the reproduction information with 
respect to the disk medium 6 via the LBA access means 3 . 
The reproduction judging means 27 is a means for judging 
whether or not AV data has been reproduced based on the 
reproduction information read out by the reproduction 
access means 29. For example, the reproduction judging 
means 27 judges that the AV data has been reproduced once 
if the reproduction flag "play_f lag" is 1 and, also, 
updates the reproduction information (reproduction flag) by 
using the switch 30 if it is judged that the AV data has 
been non - reproduced in the case where the EMI is 11 (copy 
never) based on the EMI judging results. The switch 30 is 
a means for switching to the side of the reproduction 
information generating means 28 if the reproduction judging 
means 27 judges that new AV data is to be recorded and 
switching to the side of the reproduction updating means 26 
if it is judged that the AV data has been recorded at the 
time of reproduction or the like. 
[0057] 
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The operation of the present embodiment will be 
described below. 
[0058] 

The STB is considered as a device that sends AV data. 
Further, there is a controller for sending a program 
receiving command, recording start command, recording stop 
command or like commands to the IEEE 1394 bus; however, a 
description of sending and receiving commands between the 
controller and the hard disk apparatus as well as between 
the controller and the STB is omitted in this specification 
since such description will be a deviation from the subject 
matter of the present embodiment. 
[0059] 

There will be described a case wherein the 
controller sends a receiving start command for starting to 
receive a program transmitted from a broadcasting station 
to the STB and sends a recording start command to the hard 
disk apparatus as a start. A case wherein AV data is sent 
from apparatus other than the STB such as a DVHS, a hard 
disk apparatus and like recording and reproducing 
apparatuses will be described later in this specification. 
The program transmitted from the broadcasting station is 
received by the STB and then an EMI is applied thereto to 
be sent to the IEEE 1394 bus as an isochronous data packet. 
The hard disk apparatus receives the recording start 
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command in accordance with the command of the access method 
2 or 3 from the digital I/F means 1, and then the digital 
I/F means 1 confirms a desired channel number to fetch a 
corresponding isochronous data packet. If the recording 
start command is received in accordance with the command of 
the access method 2, the authentication means 21 sends an 
authenticating command to the STB. The EMI detecting means 
9 detects EMI information retained at a header portion of 
the fetched isochronous data packet. The EMI judging means 
12 judges a presence or absence of a license and a type 
thereof from the detected EMI information. Results of the 
judgment is inputted to the authenticating and encrypting 
means 13, and the authenticating means 21 decides an 
authenticating method depending on the presence or absence 
of license and the type thereof. If the EMI is 11, i.e., 
in the case of "copy never", a public key will be used for 
the authentication since the AV data is highly important. 
If the EMI is 10, i.e., in the case of "copy one 
generation", a common key is used for the authentication 
since the AV data is less important than the case where the 
EMI is 11. If the EMI is 00,- i.e., in the case of "copy 
free", no authentication is actually performed since the AV 
data is not important and it is regarded that the 
authentication is successfully performed. The STB receives 
an authentication command and performs an authentication by 
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using the public key or the common key with respect to the 
hard disk apparatus. If the authentication is successful, 
the relevant key is sent to the hard disk apparatus. The 
authenticating means 21 receives the key sent from the STB 
via the digital I/F means 1, and then sends the received 
key to the decrypting means 20. Note that the 
authenticating means 21 does not receive the key from the 
STB in the case where the EMI is 00. In such cases, the AV 
data is not encrypted. The decrypting means 20 receives 
the key from the authenticating means 21 when the EMI is 11 
and when the EMI is 10. It is assumed that a record 
command is received via the digital I/F means 1 in 
accordance with the command of the access method 2. 
Succeeding process will be described with reference to a 
flowchart of Fig. 10. In the case where an EMI of AV data 
is not 00, the selecting switch 24 is so switched via the 
digital I/F means 1 that the AV data goes through the 
decrypting means 20. Also, in the case where an EMI is 00, 
the selecting switch 24 is so switched that the AV data 
does not go through the decrypting means 20. The 
decrypting means 20 decrypts the AV data that has been 
encrypted by using a key received thereby. The stream 
access means 16 instructs the data block access means 18 to 
record a block x. The data block access means 18 informs 
the EMI access means 11 of a block number (= x) that is 
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currently accessed. The EMI accessing means 11 records EMI 
information detected by the EMI detecting means 9 with the 
EMI information being associated with the informed block 
number- Note that, in the case where the EMI is 10, i.e., 
"copy one generation", the EMI access means 11 records the 
EMI information on the disk medium 6 with the EMI being 
rewritten to 01, i.e., "no more copy". The data block 
access means 18 informs the reproduction information 
managing means A17 of the block number (= x) that is 
currently accessed. The selecting switch 30 is switched to 
the side of the reproduction information generating means 
28 in the case of recording. The reproduction information 
access means 29 records the reproduction information as a 
table with the reproduction information being associated 
with the block number ( - x) . The reproduction information 
generating means 28 registers information indicating that 
the AV data is non - reproduced to the reproduction 
information. That is to say, the reproduction information 
generating means 28 initializes the reproduction 
information by "play_flag = 0" (SI) . The reproduction 
information access means 29 records the reproduction 
information on the disk medium 6 via the LBA access means 3 
(S2). Next, the block number is incremented by one. That 
is to say, the block number is set to be x - x + 1 (S3) . 
It is then judged whether or not another command is 
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received from the digital I/F means 1 (S4) . In the case 
where another command has been received, the process is 
brought to an end. In the case where another command has 
not been received, the process after receiving the record 
command is repeated until another command is received. The 
above is the description of the case of recording AV data 
on the disk medium 6. 
[0060] 

A case wherein a hard disk apparatus reproduces AV 
data will be described below. The case of reproducing the 
AV data on a TV monitor is considered. Further, it is 
assumed that the AV data recorded in the hard disk 
apparatus is recorded from an STB. Note that there exists 
a controller for sending a reproduction start command, 
reproduction stop command and the like to an apparatus 
connected via the IEEE 1394 bus; however, description of 
sending and receiving of the commands between the 
controller and the hard disk apparatus as well as between 
the controller and the TV monitor is omitted in the present 
embodiment since such description will be a deviation from 
the subject matter of the present embodiment. 
[0061] 

The controller sends the reproduction start command 
to the TV monitor and the hard disk apparatus. The data 
block access means 18 of the hard disk apparatus informs 
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the reproduction information management means A17 and the 
EMI access means 11 of an access point. The EMI access 
means 11 takes out EMI information of the informed access 
point and sends the EMI information to the EMI applying 
means 10. The selecting switch 19 is switched to the side 
of invalid data outputting means 14, and invalid data such 
as a blue back screen and a black screen is sent to the EMI 
applying means 10. The EMI applying means 10 sends the EMI 
information sent from the EMI access means 11 and the AV 
data sent from the invalid data outputting means 14 as an 
isochronous data packet to the IEEE 1394 bus via the 
digital I/F means 1. The TV monitor sends an 
authentication command to the hard disk apparatus. The TV 
monitor fetches the isochronous data packet sent from the 
hard disk apparatus and decides an authentication method 
with reference to the EMI information applied to the 
isochronous packet data. In the case where the EMI is 11, 
i.e., "copy never", the authenticating means 21 performs an 
authentication with the TV monitor using the public key via 
the digital I/F means 1. In the case where the EMI is 01, 
i.e., "no more copy", the authenticating means 21 performs 
an authentication with the TV monitor using the common key 
via the digital I/F means 1. In the case where the EMI is 
00, no authentication is actually performed and it is 
regarded that an authentication is successfully performed. 
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The AV data wherein the EMI is 10 , i.e., "copy one 
generation" is recorded after the EMI. is rewritten to be 01 
since the case of reproducing the AV data sent from the STB 
is treated in the present embodiment. When the hard disk 
apparatus receives the authentication command via the 
digital I/F means 1, the authenticating means 21 decides a 
type of the authentication with reference to the EMI 
information and then performs an authentication with the TV 
monitor. If the authentication is successful, the 
authenticating means 21 sends a key generated by the key 
generating means 22 to the encrypting means 23. In the 
case where the EMI is 00, the key is not sent to the 
encrypting means 23, and the selecting switch 25 is so 
switched that the AV data does not go through the 
encrypting means 23. The selecting switch 19 is switched 
to the side of the authenticating and encrypting means 13. 
[0062] 

Succeeding operation can be performed by either one 
of two types of operations depending on when the 
reproduction information is updated by the reproduction 
information management means A17 . A first case is a case 
wherein the reproduction information is updated at a time 
after finishing the reproduction, and a second case is a 
case wherein the reproduction information is updated per 
block during reproduction. 
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[0063] 

The first case will be described with reference to 
the flowchart of Fig. 10. 
[0064] 

It is assumed that the hard disk apparatus receives 
a reproduction command in accordance with the command of 
the access method 2 from the digital I/F means 1. The 
stream access means 16 instructs the data block access 
means 18 to reproduce a block x. The data block access 
means 18 informs the EMI access means 11 and the 
reproduction information managing means A17 of a block 
number x) that is currently accessed. At the same time, 
the data block access means 18 reads out AV data from the 
disk medium 6 via the LBA access means 3 (S5) . The EMI 
access means 11 reads out EMI information corresponding to 
the informed block number from the disk medium 6. The read 
out EMI information is judged by the EMI judging means 12, 
and the judgment results are sent to the authenticating and 
encrypting means 13 as well as to the reproduction judging 
means 27 . 
[0065] 

In the case where the EMI is 00 in the EMI judging 
results (S6) , the selecting switch 25 is switched to the 
side where the AV data does not go through the encrypting 
means 23 so that the AV data is outputted without being 
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encrypted (S8) . In the case where the EMI is not 00 (S6) , 
the selecting switch is switched to the side where the AV 
data goes through the encrypting means 23. The selecting 
switch 30 is switched to the side of the reproduction 
information updating means 2 6 at the time of reproduction. 
The reproduction judging means 27 examines the judgment 
results of the read out EMI information. 
[0066] 

In the case where the EMI is 11, the reproduction 
judging means 27 judges whether the AV data has been non- 
reproduced or reproduced (S7) . In the case where the EMI 
is 11 (copy never) and the AV data has been reproduced, the 
selecting switch 19 is switched to the side of the invalid 
data outputting means 14 to output invalid data such as a 
blue back screen or a black screen (S10) . In the case 
where the EMI is 11 (copy never) and the AV data has been 
non- reproduced or in the case where the EMI is not 11, the 
selecting switch 19 is switched to the side of the 
authenticating and encrypting means 13 so that the AV data 
is encrypted by the encrypting means 23 to be outputted via 
the digital I/F means 1 (S8) . 
[0067] 

Next, the block number is incremented by one. That 
is to say, the block number is set to be x = x + 1 (S9) . 
It is then judged if another command has been received from 
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the digital I/F means 1 (Sll) . If another command has been 
received, the process is brought to an end. When the 
reproduction process is completed, the reproduction 
information containing numbers of the reproduced blocks 
from an initial value number to a last value number 
reproduced by the reproduction information access means 29 
is accessed so that the reproduction information updating 
means 26 updates the reproduction information reproduced, 
i.e., "play_f lag = 1" (S12) . In the case where another 
command is not received, the process after receiving the 
reproduction command is repeated until another command is 
received. The above is the description of the case of 
reproducing the AV data according to the first case. 
[0068] 

The second case will be described with reference to 
the flowchart of Fig. 11 below. 
[0069] 

It is assumed that the hard disk apparatus receives 
a reproduction command in accordance with the command of 
the access method 2 from the digital I/F means 1. The 
stream access means 16 instructs the data block access 
means 18 to reproduce a block x. The data block access 
means 18 informs the EMI access means 11 and the 
reproduction information managing means A17 of a block 
number (= x) that is currently accessed. At the same time 



the data block access means 18 reads out the AV data from 
the disk medium 6 via the LBA access means 3 (S17) . The 
EMI access means 11 reads out EMI information corresponding 
to the informed block number from the disk medium 6 . The 
read out EMI information is judged by the EMI judging means 
12, and the judgment results are sent to the authenticating 
and encrypting means 13 and the reproduction judging means 
27 . 

[0070] 

In the case where the EMI is 00 in the EMI judgment 
results (S18) , the selecting switch 25 is switched to the 
side where the AV data does not go through the encrypting 
means 23, so that the AV data goes through the 
authenticating and encrypting means 13 as well as the 
digital I/F means 1 to be outputted without being encrypted 
(S21) . In the case where the EMI is not 00 (S18) , the 
selecting switch 25 is switched to the side where the AV 
data goes through the encrypting means 23. The selecting 
switch 30 is switched to the side of the reproduction 
information updating means 26 at the time of reproduction. 
The reproduction judging means 27 examines the judgment 
results of the read out EMI information. 
[0071] 

In the case where the EMI is not 00, it is judged 
whether the AV data has been non - reproduced or reproduced 



(S19) . In the case where the EMI is 11 (copy never) and 
the AV data has been reproduced (play_f lag = 1) , the 
selecting switch 19 is switched to the side of the invalid 
data outputting means 14 so that invalid data such as a 
blue back screen and a black screen are outputted (S22) . 
When it is judged by the reproduction judging means 27 that 
the EMI is 11 (copy never) and the AV data has been non- 
reproduced (play_f lag = 0) , the reproduction information 
updating means 26 updates the reproduction information to 
indicate that the data has been reproduced, i.e., 
"play_flag = 1" (S20) . Then, the selecting switch is 
switched to the side of the authenticating and encrypting 
means 13, so that the AV data read out by the data block 
access means 18 is encrypted by the encrypting means 23, 
and then is outputted via the digital I/F means 1 (S21) . 
The reproduction information of the block x is updated by 
the reproduction information access means 29 (S23). The 
block x is set to be x + 1 (S24) , and the process is 
brought to an end when a command other than the 
reproduction command is received (S25) . In the case where 
the command other than the reproduction command is not 
received, the process after receiving the reproduction 
command is repeated until another command is received. 
[0072] 

The above is the description of reproducing AV data 
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in accordance with the second case. 
[0073] 

In the case where the EMI of AV data recorded in the 
hard disk is 11 (copy never) , it is possible to reproduce 
once the AV data of "copy never" by switching the selecting 
switch depending on the judgment made by the reproduction 
information managing means A17 and managing the 
reproduction information by the reproduction information 
managing means A17 . 
[0074] 

In addition, a case of executing a command by using 
the stream access means 16 in accordance with the access 
method 2 has been described in the present embodiment; 
however, the invention is not limited thereto and it is 
possible to execute the command by using the file access 
means 15 in accordance with the access method 3. In this 
case, the order of recording and reproducing does not 
depend on the order of the block numbers, but depends on 
the order of blocks managed by the file management 
information. That is to say, if an x-th block to be 
recorded and reproduced is f (x) , the block x shown in Figs. 
10 and 11 has only to be replaced by the block f (x) . 
[0075] 

It is also possible to select and execute a method 
of authentication corresponding to an EMI. Namely, 2 types 
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of authentication methods may be employed. Authentication 
method A is used as an authentication method for the case 
wherein the EMI is 11 (copy never) . Authentication method 
B is used as an authentication method for the case wherein 
the EMI is 10 (copy one generation) and the case wherein 
the EMI is 01 (no more copy) . An authentication using a 
public key is employed as the authentication method A, and 
an authentication using a common key is employed as the 
authentication method B. The devices that do not record 
the AV data such as the TV monitor and the STB support both 
of the methods A and B, and the devices that record the AV 
data such as VTR support only the method B. Further, the 
hard disk apparatus of the present invention supports both 
of the authentication methods A and B. It is assumed that 
the hard disk apparatus of the present invention records AV 
data sent from the STB. The hard disk apparatus and the 
STB support both of the authentication methods A and B; 
therefore, the authentication is successful when the EMI is 
not 00 so that the AV data is recorded in the hard disk 
apparatus of the present invention. In the case where the 
AV data is reproduced on a TV monitor at the time of 
reproduction of the hard disk apparatus of the present 
invention, the authentication is successful if the EMI is 
11 (copy never) since the TV monitor supports the 
authentication method A, so that the AV data can be 
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outputted on the TV monitor. The license of "copy never" 
can be honored since the TV monitor does not record the AV 
data. Also, in the case where the EMI is 10 (copy one 
generation) or the EMI is 01 (no more copy) , the 
authentication is successful since the TV monitor supports 
the authentication method B, so that the AV data can be 
outputted on the TV monitor. In turn, in the case where AV 
data wherein an EMI is 11 (copy never) is outputted to a 
VTR, the hard disk apparatus of the present invention tries 
to perform the authentication method A. But the VTR does 
not support authentication other than the authentication 
method B and, therefore, the authentication fails to 
succeed. Thus, the AV data wherein the EMI is 11 cannot be 
recorded in the VTR. In turn, in the case where the EMI is 
10 (copy one generation) or 01 (no more copy) , the 
authentication method B is employed. The authentication is 
successful since the VTR supports the authentication method 
B. In the case where the EMI is 10 (copy one generation) , 
the AV data can be recorded in the VTR. In the case where 
the EMI is 01 (no more copy) , the authentication is 
successful, while the AV data is not recorded since the VTR 
is prohibited to record the AV data of "no more copy". 
Further, there may be considered a case wherein 2 sets of 
the hard disk apparatus of the present invention are used 
and one of them (hereinafter referred to as disk apparatus 



A) outputs AV data wherein an EMI is 11 (copy never) and 
the other (hereinafter referred to as disk apparatus B) 
records the AV data. In this case, the disk apparatuses A 
and B perform an authentication in accordance with the 
authentication method A to each other, and the AV data can 
be transmitted from the disk apparatus A to the disk 
apparatus B. Here, the disk apparatus A outputs the AV 
data only once and, therefore, the disk apparatus A cannot 
output the AV data any more. As a result, the AV data is 
transferred from the disk apparatus A to the disk apparatus 
B. However, the receiving end of the data is not the TV 
monitor and, therefore, a user cannot view the AV data 
during the transfer. In other words, the AV data can be 
transferred. Thus, it is possible to honor the license 
easily . 
[0076] 

Further, as mentioned above, there will be described 
a case wherein AV data sent from a device other than the 
STB is recorded in the hardware apparatus of the present 
invention. The AV data sent from the STB does not include 
the data wherein an EMI is 01 (no more copy) . However, in 
the case where AV data is sent from a device other than the 
STB, the AV data includes those wherein the EMI is "no more 
coy". In the case where the EMI is 01 (no more copy), the 
data access means 18 and the EMI access means 11 serve to 
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prohibit the AV data and EMI information from being 
recorded on the disk medium 6. Other operations are the 
same as those of the case of recording the AV data sent 
from the STB. In the case of performing reproduction and 
recording between hard disk apparatuses of the present 
invention, it is possible to transfer the AV data having 
the EMI of 11 (copy never) from one of the apparatuses that 
serves for reproduction to the other one of the apparatuses 
that serves for recording. 
[0077] 

In the case where the EMI is other than 11, the same 
operations as those of connecting the hard disk apparatus 
of the present invention to the VTR will be performed. It 
is thus possible to authenticate highly important AV data 
such as "copy never" by employing a safer method such as 
the public key as a result of selecting an authentication 
method corresponding to an EMI. 
[0078] 

Here, following 2 cases will be described by way of 
example for storing reproduction information and AV data to 
a disk medium. 
[0079] 

A case wherein the reproduction information is 
retained by block unit will be described at first. In Fig. 
5, the disk medium 6 is divided into a system area 31 and a 
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user area 32. The system area 31 is an area to be used by 
the system but a user cannot access. In turn, the user 
area 32 is an area used by the user. The user area 32 is 
constituted of k blocks. A reproduction information 
recording section 33 is provided at a part of the system 
area 31. The reproduction information for each of the k 
blocks is recorded in the reproduction information 
recording section 33. A first block (34), a second block 
(35), a third block (36) and a k-th block (37) of the 
reproduction information are represented by 0 in a table 
stored in a bit map form in the reproduction information 
recording section (33) . This represents that the blocks 
are non - reproduced areas. Note that the area such as k-th 
block (37) is an area that is not used yet and, thus, free 
area is also represented by 0 in terms of the reproduction 
information. Further, since the reproduction information 
of an eleventh block, a twelfth block and a thirteenth 
block is represented by 1, the blocks are reproduced areas. 
Such reproduction information recording section 31 is 
created and updated by the reproduction information 
managing means A17 . The user cannot tamper contents of the 
reproduction information recording section 33 to view AV 
data illegally since the reproduction information recording 
section 33 is stored in the system area 31. Thus, 
reliability of a hard disk having a function of the present 
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embodiment is improved. 
[0080] 

A case wherein reproduction information is managed 
by using addresses is described below. Referring to Fig. 6, 
the disk medium 6 is divided into a system area 38 and a 
user area 39. The system area 38 is an area to be used by 
the system but a user cannot access. In turn, the user 
area 39 is used by the user. Stream is defined by divining 
data every time the reproduction information changes from 
reproduced to non - reproduced or from non - reproduced to 
reproduced. A reproduction information recording section 
40 represents the reproduction information by using 
reproduction information of the stream and a start LBA and 
an end LBA of the stream. A first stream (41) has a start 
LBA of 0 and an end LBA of al, and all the LBA of this 
stream have been non - reproduced . A second stream (42) has 
a start LBA of al and an end LBA of a2 , and this stream has 
been reproduced. A third stream (43) has a start LBA of a2 
and an end LBA of a3, and this stream has been non- 
reproduced. An n-th stream has a start LBA of a4 and an 
end LBA of a5, and reproduction information of this stream 
has been reproduced. Such reproduction information 
recording section 40 is created and updated by the 
reproduction information managing means A17 . A user cannot 
tamper contents of the reproduction information recording 
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section 33 to view AV data illegally since the reproduction 
information recording section 40 is stored in the system 
area 38. Thus, reliability of a hard disk having a 
function of the present embodiment is improved. 
[0081] 

The reproduction information recording section 33 or 
40 may not necessarily be provided at the system area 31 or 
38, and may be provided in an alternating sector area in a 
hard disk apparatus. 
[0082] 

It is possible to realize above described embodiment 
by using an optical disk apparatus {such as DVD-RAM) in 
place of the hard disk apparatus. In this case, the 
reproduction information recording section 33 or 40 may be 
provided as an area that cannot be accessed by a user 
illegally such as a so-called power calibration area (PCA) 
for proof writing used for adjusting laser power in the 
case of the DVD-R shown in Fig. 24 or a so-called recording 
management area (RMA) for recording positional information 
to be added and so on in the case of additionally writing 
data. Further, The reproduction information recording 
section 33 or 40 may be a lead-in area wherein TOC 
information and so on are recorded or a read-out area that 
represents an end. As shown in Fig. 25, in the case of 
using the DVD-RAM, the reproduction information recording 



section 33 or 40 may be a header portion wherein ID 
information of each sectors is recorded in addition to the 
above areas. In the DVD-RAM, data can be recorded in the 
alternating sector area. In other words, the reproduction 
information may be recorded in any area irrelevant to a 
mode of recording medium as long as the user cannot change 
data directly. 
[0083] 

The EMI information is recorded and reproduced with 
respect to the disk medium 6 via the LBA access means by 
the EMI access means 11; however, it is possible to 
prohibit the user from tampering the EMI information and 
viewing the EMI information illegally by recording the EMI 
information in the system area of the disk medium 6 or the 
like where the user cannot change data directly in the same 
manner as in the reproduction information. Thus, 
reliability of the hard disk apparatus having a function of 
the present embodiment is improved. 
[0084] 

Embodiment 2 

A second embodiment will be described below. 

[0085] 

In the present embodiment, a hard disk apparatus is 
described by way of an example of a recording and 
reproducing apparatus that enable a viewer to view a 



program at an arbitrary time after the program has been 
broadcasted in the case where licensing information of AV 
data transmitted from a broadcasting station is "copy 
never" that represents a prohibition of copying. 
[0086] 

In the present embodiment, such hard disk apparatus 
is realized by making the AV data whose licensing 
information is "copy never" to be recordable and making the 
AV data to be reproduced only once by using a reproduction 
information management means. 
[0087] 

Although the reproduction information and the data 
blocks are recorded respectively in separate areas in the 
first embodiment, the reproduction information and the data 
blocks are recorded in an identical area in the present 
embodiment . 
[0088] 

The configuration of the embodiment 2 will be 
described below in terms of points that are different from 
the first embodiment . 
[0089] 

Referring to Fig. 7, a reproduction information 
managing means B45 is a means for reading out and updating 
reproduction information associated with a designated data 
block and judging from the reproduction information whether 
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or not the data has been reproduced. A reproduction 
information generating and EMI mixing means 46 is a means 
for pairing EMI information and reproduction information 
with a data block and initializing the reproduction 
information so that it represent a state of non- 
reproduction. A reproduction information EMI separating 
means 47 is a means for separating and extracting the EMI 
information and the reproduction information paired from 
the data block. 
[0090] 

The reproduction information managing means B45 is 
configured as follows. Namely, the reproduction 
information managing means B45 comprises a reproduction 
information updating means 26, a reproduction judging means 
27 # a reproduction information access means 29 and a 
selecting switch 48. 
[0091] 

The reproduction information updating means 26 is a 
means for updating the reproduction information so that the 
information represents that AV data has been reproduced. 
For example, it is a means for performing updates by using 
a reproduction flag "play_flag - 1". The reproduction 
information access means 29 is a means for updating the 
reproduction information corresponding to each of the data 
blocks; recording data in the disk medium 6 via the LBA 
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access means 3; storing the reproduction information 
corresponding to each of the data blocks as a table; and 
having a function of cache. The reproduction judging means 
27 is a means for judging whether or not the AV data is 
reproduced based on the reproduction information read out 
by the reproduction information access means 29. For 
example, the reproduction judging means 27 judges that the 
AV data has been reproduced once if the reproduction flag 
is "play__flag = 1" and judges that the AV data has been 
non- reproduced if "EMI = 11" based on EMI judgment results. 
If it is judged that the AV data has been non - reproduced , 
the reproduction judging means 27 lets the selecting switch 
48 switch to the side of the reproduction information 
updating means 26 and updates the reproduction information. 
Also, the reproduction judging means 27 is a means for 
switching off the selecting switch 19 or switching the 
selecting switch 19 to the invalid data outputting means 14 
if it. is judged that the AV data has been reproduced when 
"EMI = 11". 
[0092] 

Operations of the present embodiment will be 
described below. 
[0093] 

In the present embodiment, AV data sent from an STB 
is recorded and reproduced by a hard disk apparatus in the 
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same manner as the first embodiment. Descriptions of 
authentication and exchange of keys between the STB and the 
hard disk apparatus of the present embodiment are omitted 
since they are the same as those of the first embodiment. 
[0094] 

Now, it is assumed that a record command is received 
via the digital i/F means 1 in accordance with the command 
of the access method 2. Succeeding process will be 
described with reference to the flowchart of Fig. 10. In 
the case where an EMI of the AV data is not 00, the 
selecting switch 24 is switched so that the AV data goes 
through the decrypting means 20. In the case where the EMI 
is 00, the selecting switch 24 is switched so that the AV 
data does not go through the decrypting means 20. The 
decrypting means 2 0 decrypts the encrypted AV data by using 
a key that is received thereby. The stream access means 16 
instructs the data block access means 18 to record a block 
x. The data block access means 18 informs the reproduction 
information managing means B45 of a block number (= x) that 
is currently accessed. The EMI is detected by the EMI 
detecting means 9 and then judged on a presence or absence 
of a license and a type thereof by the EMI judging means 12. 
The judgment results are sent to the reproduction 
information generating and EMI mixing means 46. The 
reproduction information generating and EMI mixing means 46 
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pairs the EMI information and the reproduction information 
with the data block and initializes the reproduction 
information to represent a state of non - reproduction . 
Namely, a reproduction flag of the reproduction information 
is set to be "play_flag = 0". Note that in the case where 
the EMI is 10 (copy one generation) , the EMI is rewritten 
to 01 (no more copy) . The reproduction information 
generating and EMI mixing means 46 sends data which is made 
by pairing the AV data, the reproduction information and 
the EMI information to the data block access means 18. The 
block access means 18 stores the paired data in the block x 
of the disk medium 6 via the LBA access means 8 (S2) . A 
format to be stored in the block x will be described later 
in this specification. Then, the block number is 
incremented by one, i.e., the block number is set to be x - 
x + 1 (S3) . Next, it is judged if another command is 
received from the digital I/F means 1 (S4) . In the case 
where another command has been received, the process is 
brought to an end. In the case no other command has been 
received, the process after receiving the record command is 
repeated until another command is received. The above is 
the description of recording AV data on the disk medium 6. 
[0095] 

There will be described a case wherein a hard disk 
apparatus reproduces AV data. A case wherein the AV data 
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is reproduced on a TV monitor is considered- Further, it 
is assumed that the AV data recorded in the hard disk is 
recorded from the STB. Descriptions of authentication and 
exchange of keys between the TV monitor and the hard disk 
apparatus of the present embodiment are omitted since they 
are the same as those of the first embodiment. 
[0096] 

Two types of operations can be performed depending 
on when the reproduction information managing means B45 
updates the reproduction information. A first case is a 
case wherein the reproduction information is updated at a 
time after the reproduction is completed, and a second case 
is a case wherein the reproduction information is updated 
per block during reproduction. 
[0097] 

The first case will be described with reference to 
the flowchart of Fig. 10. 
[0098] 

It is assumed that the hard disk apparatus receives 
a reproduction command in accordance with the command. of 
the access method 2 from the digital I/F means 1. The 
stream access means 16 instructs the data block access 
means 18 to reproduce a block x. The data block access 
means 18 informs the reproduction information managing 
means B45 of a block number (= x) that is currently 



accessed. At the same time, the data block access means 18 
reads out AV data wherein the EMI information is paired 
with the reproduction information from the disk medium 6 
via the LBA access means 3 (S5) . The reproduction 
information and EMI separating means 47 separates the EMI 
information and the reproduction information from the 
paired data. The EMI information is sent to the EMI 
applying means 10. as well as to the EMI judging means 12, 
and the reproduction information is sent to the 
reproduction judging means 27. The EMI judging means 12 
judges the EMI information, and the judgment results are 
sent to the authenticating and encrypting means 13 as well 
as to the reproduction judging means 27. 
[0099] 

In the case where the EMI is 00 in the EMI judgment 
results (S6) , the selecting switch 25. is switched to the 
side that the AV data does not go through the encrypting 
means 23, so that the AV data is outputted without being 
encrypted (S8) . In the case where the EMI is not 00 (S6) , 
the selecting switch 25 is switched to the side that the AV 
data goes through the encrypting means 23. The selecting 
switch 48 is switched to the side of reproduction 
information updating means 26 at the time of reproduction 
only in the case where "EMI = 11". The reproduction 
judging means 27 examines the judgment results of the read 



out EMI information. 
[0100] 

In the case where the EMI is 11 (copy never) , the 
reproduction judging means 27 judges whether the AV data 
has been non - reproduced or reproduced (S7) . In the case 
where the EMI is 11 (copy never) and the AV data has been 
reproduced, the selecting switch 19 is switched to the side 
of the invalid data outputting means 14 to output invalid 
data such as a blue back screen or a black screen (S10) . 
In the case where the EMI is 11 (copy never) and the AV 
data has been non - reproduced or in the case where the EMI 
is not 11, the selecting switch 19 is switched to the side 
of the authenticating and encrypting means 13 so that the 
AV data is encrypted by the encrypting means 23 and then 
outputted via the digital I/F means 1 (S8) . 
[0101] 

Then, the block number is incremented by one, i.e., 
the block number is set to be x = x + 1 (S9) . Next, it is 
judged if another command has been received from the 
digital I/F means 1 (Sll) . If another command has been 
received, the process is brought to an end. When the 
reproduction process is completed, the reproduction 
information containing the reproduced blocks of the initial 
value number to the last value number is accessed by the 
reproduction information access means 29, and then updated 



-64- 

to have been reproduced, i.e., to be w play_flag = 1" by the 
reproduction information updating means 26 (S12) . In the 
case where no other command has been received, the process 
after receiving the reproduction command is repeated until 
another command is received. The above is the case of 
reproducing the AV data in accordance with the first case. 
[0102] 

The second case will be described below with 
reference to the flowchart of Fig. 11. 
[0103] 

It is assumed that the hard disk apparatus receives 
a reproduction command in accordance with the command of 
the access method 2 from the digital I/F means 1. The 
stream access means 16 instructs the data block access 
means 18 to reproduce a block x. The data block access 
means 18 informs the reproduction information access means 
29 of a block number (= x) that is currently accessed. At 
the same time, the data block access means 18 reads out AV 
data wherein EMI information is paired with reproduction 
information from the disk medium 6 via the LBA access means 
3. The reproduction information and EMI separating means 
47 separates the EMI information and the reproduction 
information from the AV data. The EMI information is sent 
to the EMI applying means 10 as well as to the EMI judging 
means 12, and the reproduction information is sent to the 



reproduction judging means 27. The EMI judging means 12 
judges the EMI information, and the judgment results are 
sent to the authenticating and encrypting means 13 as well 
as to the reproduction judging means 27. 
[0104] 

In the case where the EMI is 00 in the judgment 
results (S18) , the selecting switch 25 is switched to the 
side that the AV data does not go through the encrypting 
means 23, so that the AV data is given the EMI information 
at the EMI applying means 10 without going through the 
authenticating and encrypting means 13 and then outputted 
via the digital I/F means 1 without being encrypted (S21) . 
In the case where the EMI is not 00 (S18) , the selecting 
switch 25 is switched to the side that the AV data goes 
through the encrypting means 23. The selecting switch 30 
is switched to the side of the reproduction information 
updating means 26 at the time of reproduction. The 
reproduction judging means 27 examines the judgment results 
of the read out EMI information. 
[0105] 

In the case where the EMI is 11 (copy never) , it is 
judged if the AV data has been non - reproduced or reproduced 
(S19) . In the case where the EMI is 11 (copy never) and 
the AV data has been reproduced, i.e., "play_flag = 1", the 
selecting switch 19 is switched to the side of the invalid 
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data outputting means 14 to output invalid data such as a 
blue back screen and a black screen (S22) . In the case 
where the reproduction judging means 27 judges that the EMI 
is 11 (copy never) and the data has been non - reproduced , 
i.e., "play_flag = 0", the reproduction information 
updating means 26 updates the reproduction information to 
have been reproduced, i.e., to be "play_flag = 1" (S20) . 
Then, the selecting switch 19 is switched to the side of 
the authenticating and encrypting means 13, so that the AV 
data read out by the data block access means 18 is 
encrypted by the encrypting means 23 to be outputted via 
the digital I/F means 1 after being given an EMI by the EMI 
applying means 10 (S21) . Further, the reproduction 
information access means 29 updates the reproduction 
information of the block x (S23) . The block x is set to be 
x + 1 (S24) , and the process is brought to an end when a 
command other than a reproduction command is received (S25) . 
In the case where no command is received, the process after 
receiving the reproduction command is repeated until 
another command is received. The above is the case of 
reproducing AV data in accordance with the second case. 
[0106] 

As mentioned above, there will be described a format 
of data that are generated by the reproduction information 
generating and EMI mixing means 46 and updated by the 



-67- 

reproduction information managing means B45. A user area 
in the disk medium 6 is shown in Fig. 9. The user area is 
divided into k blocks comprising a first block (49) , a 
second block (50), a third block (51) ... and a k-th block 
(52) . In the first block, an EMI 53, reproduction 
information 54 and AV data 55 are stored in this order. 
The reproduction information has been non - reproduced when 
the reproduction flag is "play_flag = 0", and has been 
reproduced when "play_flag = 1". Since the EMI information, 
the reproduction information and the AV data are thus 
paired and stored in the identical area, it possible to 
process the three types of information simultaneously by a 
single access to the disk medium, thereby reducing 
overheads of access to the disk medium. 
[0107] . 

In the second embodiment described above, it is 
configured to prohibit a user from directly changing the 
reproduction information via the digital I/F means 1 even 
when the reproduction information is not recorded in the 
system area (i.e., even when the reproduction information 
is recorded in the user area) , unlike the case with the 
first embodiment, by mixing the AV data and the 
reproduction information by means of the reproduction 
information generating and EMI mixing means 46 and 
separating the AV data from the reproduction information by 
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means of the reproduction information and EMI separating 
means 47. Thus, illegal tampering of the reproduction 
information is prevented and reliability of the hard disk 
apparatus of the present embodiment is improved. 
[0108] 

In addition, the EMI information may be separately 
recorded in the system area in the second embodiment. In 
turn, the EMI information may solely be recorded in the 
user area in the first embodiment like the second 
embodiment, and the reproduction information may be 
recorded in the system area. In other words, recording 
method of the reproduction information and the EMI 
information may be any one of the methods described in the 
first embodiment or the second embodiment. 
[0109] 

Embodiment 3 

A third embodiment will be described below. 

[0110] 

In the present embodiment, a hard disk apparatus is 
described by way of an example of a recording and 
reproducing apparatus that enables a viewer to view a 
program at an arbitrary time after the program has been 
broadcasted in the case where licensing information of AV 
data transmitted from a broadcasting station is "copy 
never" that represents a prohibition of copying. 
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[0111] 

In the present embodiment, such hard disk apparatus 
is realized by making the AV data whose licensing 
information is "copy never" to be recordable and making the 
AV data to be reproduced only once by erasing the AV data 
during or after its reproduction. 
[0112] 

The configuration will be described below in terms 
of points that are different from the first embodiment. 
[0113] 

The configuration of the present embodiment is shown 
in Fig. 26. Following points are different from the 
configuration of Fig. 2 used in the first mode of the 
embodiment. Namely, the configuration does not include a 
reproduction information managing means A and an invalid 
data outputting means. Further, the selecting switch 19 is 
continuously connected to the encrypted data outputting 
side. The data block access means can input judgment 
results of the EMI judging means and can perform an access 
depending on the results. 
[0114] 

Operation of such embodiment will be described below. 

[0115] 

In the present embodiment, it is assumed that AV 
data sent from an STB is recorded and reproduced by a hard 



disk apparatus in the same manner as the first embodiment. 
Descriptions of authentication and exchange of keys between 
the STB and the hard disk apparatus of the present 
embodiment are omitted since they are the same as the first 
embodiment . 
[0116] 

It is assumed that a record command is received in 
accordance with the command of the access method 2 via the 
digital I/F means 1. Succeeding process will be described 
with reference to the flowchart of Fig. 22. In the case 
where EMI of the AV data is not 00, the selecting switch is 
so switched that the AV data goes through the encrypting 
means 20. In the case where the EMI is 00, the selecting 
switch 24 is so switched that the AV data does not go 
through the encrypting means. The encrypting means 2 0 
decrypts the AV data that are encrypted by using a key that 
is received thereby. The stream access means 16 instructs 
the data block access means 18 to record a bock x. The 
data block access means 18 inform the EMI access means 11 
of a block number ( = x) that is currently accessed. The 
EMI access means 11 records the EMI information detected by 
the EMI detecting means 9 with relating the information to 
the informed block number. Note that, in the case where 
the EMI is 10 (copy one generation) , the EMI is rewritten 
to be 01 (no more copy) when recording the EMI information 



on the disk medium (S50) . 
[0117] 

Then, the block number is incremented by one, i.e., 
the block number is set to be x = x + 1 (S51) . Next, it is 
judged if another command is received from the digital I/F 
means 1 (S52) . The process is brought to an end if another 
command is received. In the case where no command is 
received, the process after receiving the record command is 
repeated until another command is received. The above is 
the case of recording AV data on the disk medium 6. 
[0118] 

There will be described a case wherein a hard disk 
apparatus reproduces AV data. A case of reproducing the AV 
data on a TV monitor is considered. It is assumed that the 
AV data recorded in the hard disk is recorded from an STB. 
Descriptions of authentication and exchange of keys between 
the TV monitor and the hard disk apparatus of the present 
embodiment are omitted since they are the same as the first 
embodiment . 
[0119] 

Two types of operations may be performed depending 
on when the AV data is erased. A first case is a case 
wherein the AV data is erased at a time after finishing 
reproduction, and a second case is a case wherein the AV 
data is erased per block during its reproduction. 



[0120] 

All the blocks are initialized by using erase flag = 
"false" as a start (S53) . The erase flag corresponds to 
each of the blocks on one-to-one basis, and it means that 
the block must be erased afterwards if the erase flag is 
"true" . 
[0122] 

It is assumed that the hard disk apparatus receives 
a reproduction command in accordance with the command of 
the access method 2 from the digital I/F means 1. The 
stream access means 16 instructs the data block access 
means 18 to reproduce a block x. The data block access 
means 18 informs of the EMI access means 11 of a block 
number ( - x) that is currently accessed. At the same time, 
the data block access means 18 reads out the AV data from 
the disk medium 6 via the LBA access means 3 (S54) . The 
EMI access means 11 reads out EMI information corresponding 
to the informed block number from the disk medium 6. The 
read out EMI information is judged by the EMI judging means 
12, and the judgment results are sent to the authenticating 
and encrypting means 13. In the case where the EMI is 00 
in the EMI judgment results (S55) , the selecting switch 25 
is switched to the side that the AV data does not go 
through the encrypting means 23, so that the AV data is 
outputted without being encrypted (S57) . In the case where 
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the EMI is not 00 (S55) , the selecting switch 25 is 
switched to the side that the AV data goes through the 
encrypting means 23. 
[0123] 

In the case where the EMI is 11, the erase flag 
corresponding to the block number is rewritten to be "true". 
Next, in the case where the EMI is not 00, the selecting 
switch 19 is switched to the side of the authenticating and 
encrypting means 13, so that the AV data is encrypted by 
the encrypting means 23 to be outputted via the digital I/F 
means 1 (S57 ) . 
[0124] 

Next, the block number is incremented by one, i.e., 
the block number is set to be x = x + 1 (S58) . Then, it is 
judged if another command is received from the digital I/F 
means 1 (S59) . The process is brought to an end if another 
command is received. When the reproduction process 
completes, AV data of the blocks containing the reproduced 
blocks from the initial value number to the last value 
number each having the erase flag of "true" are erased or 
link information of the block x to the recording position 
on the disk is erased (S60) . In the case where no other 
command is received, the process after receiving the 
reproduction command is repeated until another command is 
received. The above is the case of reproducing the AV data 
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in accordance with the first case. 
[0125] 

The second case will be described below with 
reference to the flowchart of Fig. 23. 
[0126] 

It is assumed that the hard disk apparatus receives 
a reproduction command in accordance with the command of 
the access method 2 from the digital I/F means 1. The 
stream access means 16 instructs the data block access 
means 18 to reproduce a block x. The data block access 
means 18 informs the EMI access means 11 of a block number 

(= x) that is currently accessed. At the same time, the 
data block access means 18 reads out the AV data from the 
disk medium 6 via the LBA access means 3 (S54) . The EMI 
access means 11 reads out EMI information corresponding to 
the informed block number from the disk medium 6. The read 
out EMI information is judged by the EMI judging means 12, 
and the judgment results are sent to the authenticating and 
encrypting means 13 as well as to the reproduction judging 
means 27 . 

[0127] 

In the case where the EMI is 00 in the EMI judgment 
results (S66), the selecting switch 25 is switched to the 
side that the AV data does not go through the encrypting 
means 23, so that the AV data goes through the 
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authenticating and encrypting means 13 and then the digital 
I/F means 1 to be outputted without being encrypted (S57) . 
In the case where the EMI is not 00 (S66) , the selecting 
switch 25 is switched to the side that the AV data goes 
through the encrypting means 23. Then, the selecting 
switch 19 is switched to the side of the authenticating and 
encrypting means 13, so that the AV data read out by the 
data block access means 18 is encrypted by the encrypting 
means 23, and then outputted via the digital I/F means 1. 
In the case where the EMI of the block x is 11, the data 
block access means 18 erases the block x; writes in invalid 
data; or erases link information of the block x to the 
recording position on the disk (S67). Next, the block x is 
set to be x + 1 (S68) , and the process is brought to an end 
if a command other than a reproduction command is received 

(S69) . In the case where the command is not received, the 
process after receiving the reproduction command is 
repeated until the command is received. 

[0128] 

The above is the case where the AV data is 
reproduced in accordance with the second case. 
[0129] 

In the case where the EMI of the AV data recorded in 
the hard disk is 11 (copy never) , it is possible to 
reproduce the AV data of "copy never" once by erasing the 
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data blocks of the AV data; writing invalid data in; or 
erasing the link information to a recording position on the 
disk . 
[0130] 

In addition, there is described the case wherein a 
command is executed by the stream access means in 
accordance with the access method 2 in the present 
embodiment; however, the execution of command is not 
limited thereto, and the command may be executed by the 
file access means 15 in accordance with the access method 3 
In this case, the order of record and reproduction is not 
the order of block numbers, but the order of block numbers 
managed by the file management information. That is to say 
if the block to be recorded and reproduced at x-th turn is 
set as f(x), the block x in Figs. 22 and 23 is replaced by 
the block f (x) . Further, the block x can be erased by 
performing the erase on the file management. 
[0131] 

It is possible to realize the present embodiment if 
the EMI is recorded with being mixed with the AV data as in 
the second mode of the embodiment. 
[0132] 

Embodiment 4 

A fourth embodiment will be described below. 

[0133] 



-77 - 

In the present embodiment, a VCR (video cassette 
recorder) is described by way of example for a recording 
and reproducing apparatus that enables a viewer to view a 
program at an arbitrary time after a time on which the 
program is broadcasted in the case where licensing 
information of AV data transmitted from a broadcasting 
station is "copy never" that represents a prohibition of 
copying. 
[0134] 

In the present embodiment, such hard disk apparatus 
is realized by making the AV data whose licensing 
information is "copy never" to be recordable and making the 
AV data to be reproduced only once by using a reproduction 
information managing means. 
[0135] 

A basic configuration of the VCR is shown in Fig. 12 
The VCR comprises a digital I/F 1, a stream control means 
90, a memory access means 56, a recording and reproducing 
means 57, a control means 58, a head 60, a memory 59 and a 
tape medium 61. 
[0136] 

The digital I/F means 1 is the same as that 
described in the first embodiment. The stream control 
means 90 will be described later in this specification in 
terms of points different from that described in the first 
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embodiment . The memory access means 56 is a means for 
recording and reproducing EMI information, reproduction 
information and the like with respect to the memory 5 
provided in the tape medium 61. The recording and 
reproducing means 57 is a means for outputting digital AV 
data after processing a reproduction signal sent from the 
head 60 and sending a recording signal to the head 60 after 
processing AV data sent from the stream control means 90. 
The control means 58 performs running control of the tape 
medium 61, tracking of the head 60 and control of the 
recording and reproducing means 57. The head 60 records a 
signal on the tape medium 61 or reproduce a signal on the 
tape medium 61. The memory 59 is incorporated in the tape 
medium 61 and serves to record or reproduce the EMI 
information, the reproduction information and the like. 
[0137] 

As mentioned above, the stream control means 90 will 
be described in terms of the points different from that of 
the first embodiment. A command executing means 62 is a 
means for executing a command received from the digital I/F 
means 1. That is to say, the command executing means 61 
understands the process contents of the command and 
instructs the control means 58 of reproduction, record, 
stop or the like. Such command to be sent to the I/F means 
1 includes a method according to AV/C digital Interface 
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Command Set VCR subunit Specification version 2.0.1. In 
addition, the recording and reproducing means 57 is used in 
place of the data block access means 18 used in the first 
embodiment. The recording and reproducing means 57 is a 
means for informing the reproduction information managing 
means A of a track number that is currently recorded or 
reproduced. 
[0138] 

Operation of the present embodiment will be the same 
as that of the first embodiment if "block" in the first 
embodiment is replaced by "track" as well as the file 
access means 15 and the stream access means are replaced by 
the command executing means 62 . Thus, there is realized 
the VCR that enables a viewer to view a program at an 
arbitrary time after a time on which the program is 
broadcasted in the case where licensing information of AV 
data transmitted from a broadcasting station is "copy 
never" that represents a prohibition of copying. 
[0139] 

Here, the following two cases will be described by 
way of example for storing the reproduction information and 
the AV data on the tape medium. 
[0140] 

A case wherein the reproduction information is 
retained by a track unit will be described first. 
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Ref erring to Fig. 14, the tape medium 61 is constituted by 
k tracks. A memory 59 is incorporated into the tape medium 
61, and a reproduction information recording section 67 is 
recorded in the memory 59. Each of the reproduction 
information of a first track (63), a second track (64), a 
third track (65) and a k-th track (66) is represented by 0 
in a table stored in the bit map form. That is to say, the 
areas are non - reproduced . Note that the area of the k-th 
track or the like is a free area, and such free area is 
represented by 0 in terms of the reproduction information. 
In turn, the reproduction information of an eleventh track, 
a twelfth track and a thirteenth track each is represented 
by 1, which means that the areas are used areas. The 
reproduction information recording section 67 is created 
and updated by the reproduction information managing means 
A17 . Since the reproduction information recording section 
67 is stored in the memory 59 incorporated by the tape 
medium 61, it is possible to prevent a user from tampering 
contents of the reproduction information recording section 
67 easily to view the AV data illegally. Thus, reliability 
of the VCR of the present embodiment is improved. 
[0141] 

A case wherein the reproduction information is 
managed by using addresses will be described below. 
Referring to Fig. 15, a stream is defined by divining data 
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every time the reproduction information changes from 
reproduced to non - reproduced or from non - reproduced to 
reproduced in a whole tape portion 73 of the tape medium. 
The reproduction information recording section 67 is 
represented by reproduction information of the stream and a 
pair of a start track and an end track of the stream. A 
first stream (69) has the start track of 0 and the end 
track of al, and all data of the stream are non - reproduced . 
A second stream (70) has the start track of al and the end 
track of a2 , and all data of the stream are reproduced. A 
third stream (71) has the start track of a2 and the end 
track of a3 , and all data of the stream are non - reproduced . 
An n-th stream (72) has the start track of a4 and the end 
track of a5, and reproduction information of the stream is 
reproduced. Such reproduction information recording 
section 67 is created and updated by the reproduction 
information managing means A17 . Since the reproduction 
information recording section 67 is stored in the memory 59, 
it is possible to prevent a user from tampering contents of 
the reproduction information recording section 67 easily to 
view the AV data illegally. Thus, reliability of the VCR 
of the present embodiment is improved. 
[0142] 

Embodiment 5 

A fifth embodiment will be described below. 
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[0143] 

In the present embodiment, a VCR (video cassette 
recorder) is described by way of example for a recording 
and reproducing apparatus that enables a viewer to view a 
program at an arbitrary time after a time on which the 
program is broadcasted in the case where licensing 
information of AV data transmitted from a broadcasting 
station is "copy never" that represents a prohibition of 
copying. In the present embodiment, EMI information is 
paired with AV data to be recorded on a tape unlike the 
fourth embodiment. Further, such VCR is realized by making 
the AV data whose licensing information is "copy never" to 
be recordable and erasing the AV data with reproducing the 
same. 
[0144] 

Fig. 16 is a basic configuration of the VCR. As 
shown in Fig. 12, the points different from the VCR of the 
fourth embodiment are that the recording and reproducing 
means of the fourth embodiment is separated into a 
reproducing means and a recording means; the head is 
separated into a recording head and a reproducing head; and 
a separating means and a mixing means are newly provided in 
the present embodiment. The VCR comprises a digital I/F 1, 
a stream control means 91, a separating means 77, a 
reproducing means 78, a mixing means 79, a recording means 
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80, a control means 81, a head 74, a recording head, a 
reproducing head 76 and a tape medium. 
[0145] 

The digital I/F means 1 is the same as that 
described in the first embodiment. The stream control 
means 91 will be described later in this specification in 
terms of the points different from that of the fourth 
embodiment. The separating means 77 is a means for 
separating data read out from the reproducing means 78 into 
EMI information and AV data. The mixing means 79 is a 
means for pairing the EMI information and the AV data. The 
reproducing means 78 is a means for reproducing the EMI 
information and the AV data recorded on the tape medium 61 
via the reproducing head 76 of the head 74. The recording 
means 80 is a means for recording the EMI information and 
the AV data on the tape medium via the recording head 75. 
The head 74 comprises the recording head 75 and the 
reproducing head 76 and is a means for reproducing a signal 
recorded on the tape medium 61 by using the reproducing 
head 76 as well as recording a signal on the tape medium 61 
by using the recording head 75. The control means 81 is a 
means for performing a running control of the tape medium 
61; a tracking of the head 74; and a control of the 
reproducing means 78 and the recording means 80. The tape 
medium 61 serves to record the signals. 
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[0146] 

The points different from the stream control means 
91 of the fourth embodiment mentioned above are as follow. 
A selecting switch 82 is so switched as to output outputted 
data from the authenticating and encrypting means 13 as 
they are during recording and is switched to the invalid 
data outputting means when judgment results of the EMI 
judging means 12 is EMI = 11 during reproduction. In the 
case of reproduction and EMI = 01 or 10, the selecting 
switch does not provide connection to the authenticating 
and encrypting means 13 nor the invalid data outputting 
means 14. The command executing means 62 is a means for 
informing the selecting switch 82 whether data are being 
recorded or reproduced in addition to contents described in 
the fourth embodiment. The reproduction information 
managing means A is not used in the present embodiment. 
[0147] 

The operation of the present embodiment will be 
described below. 
[0148] 

In the present embodiment, it is assumed that AV 
data sent from an STB are recorded and reproduced by a VCR 
in the same manner as the first embodiment. Descriptions 
of authentication and exchange of keys between the STB and 
the VCR of the present embodiment are omitted since they 
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are the same as the first embodiment. 
[0149] 

It is assumed that a record command is received by 
the command executing means 62 via the digital I/F means 1. 
The command executing means 62 informs the selecting switch 
82 of the receipt of the record command. The selecting 
switch 82 is so switched that the AV data is sent from the 
authenticating and encrypting means 13 to the mixing means 
79. In the case where the EMI of the AV data is not 00, 
the selecting switch is so witched that the AV data goes 
through the decrypting means 20. In the case where the EMI 
is 00, the selecting switch 24 is so switched that the AV 
data does not go through the decrypting means 20. The 
decrypting means 2 0 decrypts the encrypted AV data by using 
a key sent from the STB. The mixing means 79 receives EMI 
information that is detected by the EMI detecting means 9 
and the AV data outputted by the authenticating and 
encrypting means 13 via the selecting switch 82. The 
mixing means 79 makes a pair of the EMI information and the 
AV data received thereby. Then, the recording means 80 
records the pair of the AV data and the EMI information on 
the tape medium via the recording head 75 of the head 74. 
Note that, in the case where the EMI is 10 (copy one 
generation) , the EMI is rewritten to be 01 (no more copy) 
and then the EMI information is recorded on the disk medium 
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6. A format in which the AV data and the EMI information 
are recorded on the tape medium 61 will be described later 
in this specification. The above process is continued 
until another command is received. The above is the 
process in the case of recording the AV data on the tape 
medium 61 . 
[0150] 

A case wherein a VCR reproduces AV data will be 
described below. The description is focused on a case of 
reproducing the AV data on a TV monitor. It is assumed 
that the AV data recorded in the VCR is recorded from an 
STB. Descriptions of authentication and exchange of keys 
between the TV monitor and the VCR of the present 
embodiment are omitted since they are the same as those of 
the first embodiment. 
[0151] 

It is assumed that the VCR receives a reproduction 
command from the digital I/F means 1. The command 
executing means 62 informs the selecting switch 82 of the 
reception of the reproduction command. The selecting 
switch is switched to the side of the invalid data 
outputting means in the case where EMI in the judgment 
results of the EMI judging means 12 is 11. In the case 
where "EMI = 10" or "EMI = 01" , the selecting switch 82 
does not provide connection to the authenticating and 
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encrypting means 13 nor the invalid data outputting means 
14. Note that AV data wherein "EMI = 10" does not exist in 
this case since the AV data treated in the present 
embodiment is recorded from the STB. That is to say, among 
EMI of the AV data, those of 10 are all rewritten to be 
"EMI = 01" when they are recorded from the STB. The 
separating means 77 separates the AV data that are 
reproduced via the tape medium 61, the head 74 and the 
reproducing means 78 from the EMI information. The AV data 
is sent to the authenticating and encrypting means 13. The 
EMI information is sent to the EMI applying means 10, and 
the AV data goes out of the authenticating and encrypting 
means 13 and then enters the EMI applying means 10. At the 
EMI applying means 10, the AV data is given the EMI and 
then outputted via the digital I/F means 1. Immediately 
after the separating means 77 separates the AV data from 
the EMI information, the mixing means 79 writes invalid 
data via the invalid data outputting means 14 on the tape 
medium 61 via the recording means 80 and the recording head 
75 of the head 74 when the EMI is 11. The AV data on the 
tape medium 61 thus reproduced are replaced by the invalid 
data such as a blue back screen or a black screen. Thus, 
there is realized the VCR that enables a viewer to view a 
program at an arbitrary time after a time on which the 
program is broadcasted in the case where licensing 
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information of AV data transmitted from a broadcasting 
station is "copy never" that represents a prohibition of 
copying . 
[0152] 

As mentioned above, the format in which the AV data 
and the EMI information are recorded on the tape medium 61 
will be described. 
[0153] 

As shown in Fig. 18, the tape 84 performs recording 
by the track unit, and the recorded track is given a track 
number 84. One track is divided into two areas; one is an 
EMI information recording section 85 and the other is a 
data recording section 86. The EMI information recording 
section 85 records EMI information. The data recording 
section 86 records AV data. 
[0154] 

In addition, the EMI information in the present 
invention is not limited to that recorded in the EMI 
information recording section in the above - described 
embodiment. A memory may be provided on the tape medium to 
record the EMI information in the memory. Such 
modification will make it hard to tamper information, 
thereby improving the reliability of the system. 
[0155] 

In the present embodiment, a hard disk apparatus 
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will be described by way of example for a recording and 
reproducing apparatus that enables a viewer to view a 
program at an arbitrary time after a time on which the 
program is broadcasted in the case where licensing 
information of AV data transmitted from a broadcasting 
station is "copy never" that represents a prohibition of 
copying. In the present embodiment, such hard disk 
apparatus is realized by making the AV data whose licensing 
information is "copy never" to be recordable; recording the 
AV data after re - encryption by using a second 
encrypting/decrypting means; and reproducing the AV data 
with erasing a key used by the second encrypting/decrypting 
means . 
[0157] 

Fig. 1 is a basic configuration of the hard disk 
apparatus of the present invention. This is the same as 
that described in the first embodiment. The stream control 
means 2 in the hard disk apparatus shown in Fig. 1 is 
configured as that shown in Fig. 19. That is to say, the 
stream control means 2 comprises an EMI detecting means 9, 
an EMI applying means 10, an EMI access means 11, an EMI 
judging means 12, an authenticating and encrypting means 13 
an file access means 15, an stream access means 16, an data 
block access means 18, a time- variant key means 87, a key 
access means 88 and a second encrypting/decrypting means 89 
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Only the parts of the stream control means 2 
different from that of the first embodiment will be 
described. The time-variant key means 87 is a means for 
generating a key that varies with time at random, and the 
generated key is a means that is sent to the key access 
means 88 as well as to the second encrypting/decrypting 
means 89. The key access means 88 is a means for recording 
the key generated by the time-variant key generating means 
87 with relating it to a corresponding data block on the 
disk medium 6 and reading out the key from the disk medium 
6 . The second encrypting/decrypting means 89 is a means 
for encrypting or decrypting the AV data based on the key 
that is inputted thereto. 
[0159] 

Operation of the present embodiment will be 
described below. 
[0160] 

In the present embodiment, it is assumed that the 
hard disk apparatus records and reproduces AV data sent 
from an STB in the same manner as the first embodiment. 
Descriptions of authentication and exchange of keys between 
the STB and the hard disk apparatus of the present 
embodiment are omitted since they are the same as the first 
embodiment . 
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It is assumed that a record command is received in 
accordance with the command of the access command 2 via the 
digital I/F means 1. Succeeding process will be described 
with reference to the flowchart of Fig. 20. In the case 
where EMI of the incoming AV data is not 00, the selecting 
switch 24 is so switched via the digital I/F means 1 so 
that the AV data goes through the decrypting means 20. In 
the case where the EMI is 00, connection is so provided 
that the AV data does not go through the decrypting means 
20. The decrypting means 20 decrypts the encrypted AV data 
by using the key received thereby. The stream access means 
16 instructs the data block access means 18 to record a 
block x. The data block access means 18 informs the EMI 
access means of a block number (= x) that is currently 
accessed. The EMI access means 11 records EMI information 
detected by the EMI detecting means 9 with relating the EMI 
information to the informed block number. Note that, if 
the EMI is 10 (copy one generation) , the EMI is rewritten 
to 01 (no more copy) when the EMI information is recorded 
on the disk medium 6. The time-variant key means 87 
generates a key. The generated key is sent to the key 
access means 88 and then recorded on the disk medium 6 via 
the LBA access means 3 (S26) . The key is sent to the 
second encrypting/decrypting means 89, and the AV data sent 
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from the authenticating and encrypting means 13 are re- 
encrypted. The re- encrypted AV data is sent to the data 
block access means 18, and then recorded on the disk medium 
6 via the LBA access means 3 (S27) . Next, the block number 
is incremented by one, i.e., the block number is set to be 
x = x + ! (S28) . Then, it is judged if another command is 
received from the digital I/F means 1 (S29) . If another 
command is received, the process is brought to an end. If 
not, the process after receiving the record command is 
repeated until another command is received. The above is 
the case of recording the AV data on the disk medium 6. 
[0162] 

A case wherein the hard disk apparatus reproduces AV 
data will be described below. A case of reproducing the AV 
data on the TV monitor is considered. It is assumed that 
the AV data recorded on the hard disk is recorded from an 
STB. Descriptions of authentication and exchange of key 
between the TV monitor and the hard disk apparatus of the 
present embodiment are omitted since they are the same as 
the first embodiment. 
[0163] 

Two types of reproduction operations can be 
performed depending on when the key generated by the time- 
variant key generating means 87 is erased from the disk 
medium 6. A first case is a case wherein the key is 
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deleted at a time after completing the reproduction, and a 
second case is a case wherein the key is erased per block 
during the reproduction. 
[0164] 

The first case will be described with reference to 
the flowchart of Fig. 20. 
[0165] 

It is assumed that the hard disk apparatus receives 
a reproduction command in accordance with the command of 
the access method 2 from the digital I/F means 1. The 
stream access means 16 instructs the data block access 
means 18 to reproduce a block x. The data block access 
means 18 informs the EMI access means 11 and the key access 
means 88 of a block number (= x) that is currently accessed. 
At the same time, the data block access means 18 reads out 
the AV data from the disk medium 6 via the LBA access means 
3 (S30) . The EMI access means 11 reads out EMI information 
corresponding to the informed block number from the disk 
medium 6. The read out EMI information is judged by the 
EMI judging means 12, and the judgment results are sent to 
the authenticating and encrypting means 13 as well as to 
the key access means 88. The key access means 88 reads out 
a key of the block x from the disk medium 6 (SI) . The key 
access means 88 sends the read out key to the second 
encrypting/decrypting means 89, and the second 
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encrypting/decrypting means 89 decrypts the AV data of the 
block x sent from the data block access means 18 (32) . The 
Key access means. 88 set an erase flag of the key of the 
block x to 0 (S33) . In the case where the EMI in the EMI 
judgment results is 00 (S34), the selecting switch 25 is 
switched to the side that the A data does not go through 
the encrypting means 23, so that the AV data is outputted 
without being encrypted. In the case where the EMI is not 
00 (S34) , the selecting switch 25 is switched to the side 
that the AV data goes through the encrypting means 23. 
[0166] 

In the case where the EMI is 11 (copy never) , or in 
the case where the EMI is 01 (no more copy) , the second 
encrypting/decrypting means 89 sends the decrypted AV data 
of the block x to the authenticating and encrypting means 
13 . 

[0167] 

After that, the key access means 88 sets the erase 
flag of the key of the block x to 1 (S35) . Next, the block 
number is incremented by one, i.e., the block number is set 
to be x = x + 1 (S36) . Then, it is judged if another 
command is received from the digital I/F means (S37) . If 
another command is received, the process is brought to an 
end. When the reproduction process completes, the key 
access means erases a key or keys whose erase flag is/are 1 
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among those of blocks from initial value number to the last 
value number in the case where the EMI is 11 (S38) . The 
erasing operation may be performed by substituting the 
recording portion of the key with invalid data or by 
erasing link information to the recording position on the 
disk medium whereon the key or keys is recorded. 
[0168] 

The second case will be described below with 
reference to the flowchart of Fig. 21. 
[0169] 

It is assumed that the hard disk receives a 
reproduction command in accordance with the command of the 
access method 2 from the digital I/F means 1. The stream 
access means 16 instructs the data block access means 18 to 
reproduce a block x. The data block access means 18 
informs the EMI access means 11 and the key access means 88 
of a block number (= x) that is currently accessed. At the 
same time, the data block access means 18 reads out the AV 
data from the disk medium 6 via the LBA access means 3 
(S43) . The EMI access means 11 reads out EMI information 
corresponding to the informed block number from the disk 
medium 6. The read out EMI information is judged by the 
EMI judging means 12, and the judgment results are sent to 
the authenticating and encrypting means 13 as well as to 
the key access means 88. The key access means 88 reads out 
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a key of the block x from the disk medium 6 (S44) . The key 
access means 88 sends the read out key to the second 
encrypting/decrypting means 89, and the second 
encrypting/decrypting means 89 decrypts the AV data of the 
block x sent from the data block access means 18 (S45) . In 
the case where the EMI in the EMI judgment results is 00 

(S46) , the selecting switch 25 is switched to the side that 
the AV data does not go through the encrypting means 23, so 
that the AV data is outputted without being encrypted. In 
the case where the EMI is not 00 (S46), the selecting 
switch 25 is switched to the side that the AV data goes 
through the encrypting means 23. 

[0170] 

In the case where the EMI is 11 (no more copy) , the 
second encrypting/decrypting means 89 sends the decrypted 
AV data of the block x to the authenticating and encrypting 
means 13. After that, the key access means 88 erases the 
key of the block x (S47) . The erasing operation may be 
performed by substituting the recording portion of the key 
with invalid data or by erasing link information to the 
recording position on the disk medium whereon the key is 
recorded . 
[0171] 

In the case where the EMI is 01 (no more copy) , the 
second encrypting/decrypting means 89 outputs the decrypted 
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AV data of the block x. In this case, the key of the block 
x is not erased (S47) . 
[0172] 

Next, the block number is incremented by one. i.e., 
the block number is set to be x = x + 1 (S48) . Then, it is 
judged if another command is received from the digital I/F 
means 1 (S49) . If another command is received, the process 
is brought to an end. 
[0173] 

Thus, since the AV data is recorded in the medium 
after being encrypted in the present embodiment, it is 
possible to enhance safety with respect to an illegal use 
compared with the case of recording the AV data without 
encrypting it in the case where exchangeable medium such as 
a DVD -RAM is used as the medium. 
[0174] 

in addition, the key recording method of the present 
embodiment may be modified to record a key with relating it 
to AV data. In this case, the key may be recorded in an 
area that a user cannot directly access such as a system 
area.. Further, the area that the user cannot directly 
access is not limited to the system area, and the area may 
be an alternating sector area, a PVA, an RMA, a lead-in, a 
lead-out or a header section on a DVD-RAM medium as 
described in the first embodiment. That is to say, the 
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area may be any area as long as the user cannot access 
directly thereto. Thus, it is possible to prevent the user 
from accessing and reading the data of the key, thereby 
enhancing the safety. 
[0175] 

Further, although the method for reproducing the 
data once by deleting the key during reproduction is 
described in the present embodiment, it is possible to 
realize the same function by managing the reproduction 
information of the keys. That is to say, it is possible to 
reproduce the AV data encrypted and recorded on the 
recording medium once by managing the information 
indicating whether or not the key is read out as the 
reproduction information of the key in the same manner as 
the management of the reproduction information described in 
the first or the second embodiment so that the key is read 
out only once. 
[0176] 

Further, it is possible to increase the safety by 
recording the reproduction information of the key in an 
area that the user cannot access. 
[0177] 

Although the apparatus that can reproduce the AV 
data of "EMI = 11" (copy never) once is described in the 
first to sixth modes of embodiments, it is possible to 
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transfer the AV data among devices by reproducing the AV 
data as "EMI = 10" (copy one generation) only once in the 
case where the AV data of EMI = 10 (copy one generation) is 
recorded after being rewritten to be the AV data of "EMI = 
01" (no more copy) . In this case, it is possible to 
realize the transfer operation in the same manner as the 
first to sixth modes of embodiments except for outputting 
the AV data that is recorded as "EMI = 01" after rewriting 
it to be the AV data of "EMI = 10" with respect to a 
command requesting the transfer of the AV data. The 
transfer of AV data of EMI = 11 has already been described 
in the first embodiment, and it is possible to transfer the 
AV data other than that of "EMI = 11" as described above. 
Thus, this confers an advantage on the user to select a 
medium for storing the AV data freely. 
[0178] 

Although the EMI is used in the first to sixth modes 
of embodiments, it is possible to use CGMS to judge a 
presence or absence of license and a type of the license. 
In the case of using the CGMS for judging the presence or 
absence of license and the type of the license, a transport 
decoder may be required in the recording and reproducing 
apparatus of the present invention to complicate the 
configuration of the apparatus; however, the effect is the 
same as the case of using the EMI. If the CGMS is used. 
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the AV data that is copied once as "copy one generation" is 
outputted as it is (copy one generation) to be reproduced 
once. 
[0179] 

The invalid data of the present invention is not 
limited to the blue back screen and the black screen, and 
it is possible to use any data other than the AV data that 
is an object for reproduction such as a test pattern, a 
white screen and a screen wherein shown a message that says 
viewing of the data is not allowed. 
[0180] 

The time -variant key generating means of the present 
invention is not limited to the means for generating a key 
for each of blocks as that in the present embodiment, and 
it is possible to use any means as long as it generates a 
key that varies with time such as that generates a key for 
every 2 blocks or for every 4 blocks . 
[018i] 

The hard disk apparatus of the present embodiment is 
an example of the recording and reproducing apparatus of 
the present invention; the VCR of the present embodiment is 
an example of the recording and reproducing apparatus of 
the present invention; the reproduction information 
managing means, the EMI access means, the data block access 
means of the present embodiment are examples of the 
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recording means of the present invention; and the EMI 
access means, the reproduction information managing means, 
the data block access means and the selecting switch are 
examples of the reproducing means of the present invention. 
[0182] 

The recording and reproducing apparatus of the 
present invention is not limited to the hard disk apparatus 
and the VCR of the present embodiment, and it is possible 
to use any means as long as it can record and reproduce 
such as an optical disk apparatus and a DVD-RAM apparatus. 
[0183] 

The LBA access means described in the first to sixth 
modes of embodiments may be an access means based on a head, 
a cylinder and a sector in the case of using a hard disk 
apparatus. In the case of using an optical disk apparatus, 
there may be used an access means based on a minute, a 
second and a frame (one frame is 1/75 second) . That is to 
say, any means may be used as long as it can realize a 
physical access to a disk medium. 
[0184] 

In the first to sixth modes of embodiment, it is 
possible to baffle the authentication with or to arrange 
not to send the key for decryption of AV data in place of 
outputting the invalid data to a device to which the AV 
data whose reproduction information is reproduced is 
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outputted . 
[0185] 

Further, a program recording medium characterized by 
storing a program for letting a computer to execute whole 
or a part of functions of the recording and reproducing 
apparatus of the present invention belongs to the present 
invention . 
[0186] 

[Effect of the Invention] 

As is apparent from above descriptions, the present 
invention provides a recording and reproducing apparatus 
and a program recording medium that enable a viewer to view 
AV data, in the case where information representing 
licensing information of a program is a prohibition of 
copying, in accordance with the copyright holder's 
intention to permit one - time - only viewing and free from 
limitation on time after the AV data has been broadcasted. 
Also, the present invention provides a recording and 
reproducing apparatus that enables a user to select a 
medium for storage freely by making it possible to transfer 
AV data as a result of reproducing the AV data only for 
twice in the case where the licensing information 
represents a prohibition of copying or a permission of 
copying only for one generation. 
[Brief Description of the Drawings] 
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[Fig. 1] 

Fig. 1 is an illustration of a basic configuration 
of the hard disk apparatus according to the first, second, 
third and sixth modes of embodiments of the present 
invention . 
[Fig. 2] 

Fig. 2 is a block diagram showing a configuration of 
the stream control means in the case of recording the 
reproduction information and the data block separately in 
different areas according to the first embodiment of the 
present invention. 
[Fig. 3] 

Fig. 3 is a block diagram showing a configuration of 
the authenticating and encrypting means according to the 
first to sixth modes of embodiments of the present 
invention. 
[Fig. 4] 

Fig. 4 is a block diagram showing a configuration of 
the reproduction information managing means A according to 
the first and fourth modes of embodiments of the present 
invention . 
[Fig. 5] 

Fig. 5 is an illustration of the recording method 
for recording reproduction information by data block unit 
in a system area in the case of recording the reproduction 
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information and the data block separately in different 
areas on a disk medium according to the first embodiment of 
the present invention. 
[Fig. 6] 

Fig. 6 is an illustration of the recording method 
for recording reproduction information by using a start LBA 
and an end LBA with respect to which the reproduction 
information changes in the case of recording the 
reproduction information and the data block separately in 
different areas in a disk medium according to the first 
embodiment of the present invention. 
[Fig. 7] 

Fig. 7 is a block diagram showing a configuration of 
the stream control means in the case of recording 
reproduction information and a data block in an identical 
area according to the second embodiment of the present 
invention . 
[Fig. 8] 

Fig. 8 is a block diagram showing a configuration of 
the reproduction information managing means B in the case 
of recording reproduction information and a data block in 
an identical area on a disk medium according to the second 
embodiment of the present invention. 
[Fig. 9] 

Fig. 9 is an illustration of the recording method 
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for recording reproduction information and a data block in 
the case of recording the reproduction information and the 
data block in an identical area on a disk medium according 
to the second embodiment of the present invention. 
[Fig. 10] 

Fig. 10 are flowcharts showing a flow of process of 
recording AV data and a flow of process of reproducing AV 
data in accordance with the first and second modes of 
embodiments of the present invention; reproduction 
information is updated after completion of the reproduction 
in the flow of process of reproducing AV data. 
[Fig. 11] 

Fig. 11 are flowcharts showing a flow of process of 
recording AV data and a flow of process of reproducing AV 
data in accordance with the first and second modes of 
embodiments of the present invention; reproduction 
information is updated during the reproduction in the flow 
of process of reproducing AV data. 
[Fig. 12] 

Fig. 12 is an illustration of a basic configuration 
of the VCR according to the fourth embodiment of the 
present invention . 
[Fig. 13] 

Fig. 13 is a block diagram showing a configuration 
of the stream control means in the case of recording 
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reproduction information in a memory and recording AV data 
on a tape according to the fourth embodiment of the present 
invention . 
[Fig. 14] 

Fig. 14 is an illustration of the recording method 
for recording reproduction information by a track unit in 
the case of recording reproduction information in a memory 
and recording AV data on a tape according to the fourth 
embodiment of the present invention. 
[Fig. 15] 

Fig. 15 is an illustration of the recording method 
for recording reproduction information by using a start 
track and an end track with respect to which the 
reproduction information changes in the case of recording 
reproduction information in a memory and recording AV data 
on a tape according to the fourth embodiment of the present 
invention . 
[Fig. 16] 

Fig. 16 is an illustration of a basic configuration 
of the VCR according to the fifth embodiment of the present 
invention. 
[Fig. 17] 

Fig. 17 is a block diagram showing a configuration 
of the stream control means in the case of erasing AV data 
with reproducing it according to the fifth embodiment of 



the present invention. 
[Fig. 18] 

Fig. 18 is an illustration of the recording method 
for recording EMI information and AV data on a tape in the 
case of erasing the AV data with reproducing it according 
to the fifth embodiment of the present invention. 
[Fig. 19] 

Fig. 19 is a bock diagram showing a configuration of 
the stream control means in the case of recording AV data 
with re-encrypting it on a disk medium; decrypting the AV 
data when reproducing it to be outputted; and then erasing 
a key recorded on the disk medium according to the sixth 
embodiment of the present invention. 
[Fig. 20] 

Fig. 20 is a flowchart showing a flow of process in 
the case of erasing a key after reproducing AV data 
according to the sixth embodiment of the present invention. 
[Fig. 21] 

Fig. 21 is a flowchart showing a flow of process in 
the case of erasing a key during reproducing AV data 
according to the sixth embodiment of the present invention. 
[Fig. 22] 

Fig. 22 is a flowchart showing a flow of process in 
the case of erasing AV data after reproducing the AV data 
according to the third embodiment of the present invention. 
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[Fig. 23] 

Fig. 23 is a flowchart showing a flow of process in 
the case of erasing AV data during reproducing it according 
to the third embodiment of the present invention. 
[Fig. 24] 

Fig. 24 is an illustration of the recording method 
of a DVD-R according to the first embodiment of the present 
invention . 
[Fig. 25] 

Fig. 25 is an illustration of the recording method 
of a DVD-RAM according to the first embodiment of the 
present invention . 
[Fig. 26] 

Fig. 26 is a block diagram showing a configuration 
of the stream control means in the case of erasing AV data 
during or after reproducing the AV data according to the 
third embodiment of the present invention. 
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